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^yry7l«I^^!)>P- K36B^*H**«: 

8"J«*L if— *-«li©t*o(|i 
^»|g|Jlft«««*:«fflLr If* 
« l tfii&^v^/i^ yf v^ttEifefrife. 

feric-rsiR^HJca^x^ymjEWWSrttffli-S. IS* 

5 ] magna* <b = ^ >y ««ss«^ ^ > 
p- KKs^^^nyti^vx^^^ia^i-s^^/w 

U 

E&fc-Cfc**'* yn- K««*»£-r*Ea&ifc«j£ra 



— 9 s — «8»J««. ^-WWSr^tpEiSH^WflMSS: 
it, 

fe*B««4rStf\ *-m«as#»"C*>5 £»B£*ifc 
4§-&K, 3 v^v-^ttW^S^^^v^^E^fF^T 
*: # ^ 5 EiSfF^rflM* * iSfll L . 
nyryyfMKi, ^fr^o — KSfiB^feEiSWFr 
WaSrSfBL^:*^^. ^^yn-KgI^^yry7 
£Ei2H"5, ^^/ua^^y^JBEiSv^^^o 

#j»-C*>S*^5**S:*B-rs. 

»# jg 5 ta* ^>t ^ * >v zi i/ y ^MSEiSv * f 1 -^o 
[ i**«7] ««wiB*a^*«stt, 

- K»B±<©^-if-r^ hra««r***-*a--if 
J3\ ^-if-1f^-^-<-^^T*l : S^^xfc^--1f 

5, f**«5fa«^X^^^3^V!V^E3lv'^7- 

nyfyy^gtcg^^^^ Eassaxs^** yf 

jtm^^yo- K3fi«tr»3ei-SEjS*iS*i««, 
&t>\ ax^^^^EiSfc^jBi-S^— If-feWSU-l-S 
3— if-«ffliJ« «*4trEimSrtfM**: =* yyJW 

asanas* i-s^w*** , 

= yfy y ffitftSSfia* <b ^ £ > a — K36B-- ^is'ri/y 

Ei5PMftflM»tt*-«li«r*tr, TttJSH. 
[If 9 ] ^ v :y nyfyy^El 



■r 5 3. - if - 1 s a x - ? - * ^wl t > 

fcftLT^SS«a»fe©*HW1l**«U a— !f— * 

« a £ 3 ^ x y *«as«-asflH- ^ 

3] ^mmm*b = ^zsymm&w.^ 

>- n - KSSB^ffi ^tif:^yr> ^ £Ei£-T £ *S# 
B#fti:, 



^>n- K|gg±^-if-r^^> hflMR&t**— if 
if-r^i?^ «*c*<3 

#a*-efcS^4f 5 ^-if-i*«*«J6 
Bo 

3 yr > Stfc3£fia> ^'^d- K^B-^3 >"r^y 
*EaS+5fefe— ^W^W»^fc5^— 

^.-if-r^^^hw**^ 

■!f-*:«a«-ra3--if-«aij««, *-i#«£=i 
> ^ > ^ $i^B-sm-r 5 site £ . fc*as*5fc» 

£ ia^-r ^ fc - i^wa -c & 5 * - «* * £ 
me*. 

Eaistts^sa^^tsjei-s^v^vysjew 

i-*Ei^ife»S*«, 3^^y©EiS*^»i-S^- 

if— *W8ij-rs^— !f-»»im«, &t>\ tta^ 

[»*>gl 6] a^^^fi^B^^^^V^S: 
3SB^e>Ea6*nS3^^y*SfSi-S«*A:,' 

i^ttaeB^ bSft L^c^-if- r * v is v mm^m^ * 

^j»36B^=¥-««S:5S«i-*««i:, 
^--if-r^^v htsa&^-if-r^^v hitat- 

b sm L fc «^*ab-e* 5 if 5 
Ml, MBfflfttSra^^^ftfltJfiB^aSft-rs*^ 



z> tz & \z mm r-fe ^ * - m n * 3. - if - 

K^g±^^-if-r^ ^ >- Him&O^-if-T^ ^ 

tz^-mm^mmxh^^^ o^zmmis. — 

[f»*3S 1 8 ] ft*® 14M1 7(^9 5>1,vf jx^- 
[0 0 0 1 ] 

[0 0 0 2] 

£ in, ^.—tf — as g septan s y -t-^a > 

x^^/^^^-rv-^^Eill^rT^L. i-'xv^if — 
-^»£StLfc^»*^^^^3^^y«:Ea6i-5 

h%ttbtiX\s^Z> 0 ifev^i, a.— if— >fy^-*yF 
±"C»tt £ ttT V ^ ^ w * 9 if- tr* ft if «r«F«E33lit 

[ooo3] ^— if— a>fejiTEas*aM*jesft 

5ftt£rII^=i yif'nxy^^ hTft^^S£;ft, 

[0 0 0 4] z\(D£ o t£ : r^$juzi yri/y^mM&i/ 
ft«9*f* (*) %:Vfjfiz~$~Z>tz#><Df- — if — I Dft^cox 



[0 0 0 5] 

[*W*si»ftLJ:5 4:-r*l!Hi] L**U ESHWfiB* 
^ k^co^— If— »B««*fflv^ w<tft 

{feT*#£^-if- I D^*t«r^i-tLtf«tV^»-&{Cii:, 
^.— if— W^ofdicoA^> ^rco^— if— I Dec) 

[0 0 0 6] EaH4KJfl#fc* -rr-if- I Dtmz 

^— If— «E«*R**&^A*-**ftV^|»5 , ^lEftSBi^ 

fyy*EiSLtt6) 5 r. £#T*#ft< ft5 0 
[0 0 0 7] -^r, >^>:yE»Sr 
nTlgtc-r^fc^. a.— if— I D4:*tc^!7— K§©a 
— tf-»E*«Sr*H*«Hi^«x.S4:, 

ftLT^Efta^x^^Eas^fijfflsnafeBkttdsfei: 

5 0 £fc, 3.— if— I D<h#U» Q *!7 — K^<£>-=*-— if— 

i^colt*iJ^4-^6 £ t-ft5co-C\ a— if— #EiSSr# 
3 yf y^W^n ^ t**iiaiJW^Eai* 

[ooo8] tm, ^(D^^i/y^mz^m-f 

5V^^AT'fl, a.— if— Tii^^ h^offi^{c*fb 

x=i v^v^^^ti-^a^fc, a— if— {zMirxmfc 

W^SftStLTV^S^-— if— I D, ^-— if— ID 

(tz tx.it, a^^&D— {zmz-z>&m& 
hz Q z.^h(omn^m%^tz^m9t(D^m\^ ^jbl 

^LT, T^tc^^-— if— <o*fRlttt«IH«f^— 

if-tc =i yf ^y&mm -r z> r t s - 1 5 0 

[0 0 0 9] Ifc^oT, ±fB60^3felS^O 
mm& ZMtkir Ztztb, 3- - if - jtfffp L X v ^ ft V ^SS^ 
J: §^^fv^^/^ Sr^ttfft^ r ft 

[0 0 10] ^fc, *5SMli. Wfy^/^yfy 
[0 0 11] ^bfc, *5S«tt. ±t^^^^^>^riy 



[0012] 

[0 0 13] ^{^, ^tt**(C*5JtS*- ^ 

[0014] *aswfc±ixff, f«»^yfy7 
^ 3^>:yoEi£«rf*>U ^«Sixfc = > 

aHHfc J: o T ^jEft nyr^^^yp- K**^ 
[0 0 15] !2Ilfi*|§W^iS31iftMiaT*feSo If** 

yi^v^^^^E^i^^At;!^^ ^^y^H 

-rsES5fe*gs«a, a^^^^Ea&sr^ft-r*^- - 

tfEiiSTttttMllfcjSa^lB (^^2) =i>^r> 
(^^3) ch, ^yo-Kgllcfcv^tayfy 

v^vySrEiS-rs^W Uf^e) ^t6f 
^^yry^ 'WftEifefr ifc -C fc 3 o 
[0 0 16] a*5 5CS6^li, IH2tC^:^tb5J: 
f iK)3Sg 1 t)^ 3 yr y 7H«KI 2 ^3 yf ^ 

- 3 ^» £titi=*^T^y SrEi^-r Sf^^i^ 
3y7V7WEii^T^t'fooT, =r>"r^^tiW 
2frhW^*— KKfi 3^3yr>7 SrE^t* 



fc. EaSSttS^^^^^^SrJt^i-Sa V^V^ffi 

*r»Si-«EaS5fe*B3efll«, 37^>^co@E^^^i- 
6^-lP-tW8iJ-*-S^-1f— »8>]««. fflf 
***tfEi^tt*«fcaS{tU 3yry^ffiigB2 
f^^n- K*« 3 U ^*>-n- 

*r*-flm«B#«^asD, *-«*»B*a5^f,» 

3 yr y^littgi 2 ^3 yf y 7^ESwff^I?r 

^yo- K3fi«3 35»bEa6ifFrfflf«s:a:mLfc» 

£^ ^^yp-Kil3-3yfyy^it^, 
^^yU^V^^^^Eiilv^^^Ar^So 

[0 0 1 7] «*«6^«S*WWt, U3 t^£*L3 J; 

5 Id, *-t»#^#Sk4aV*-fl|«»B#«k6»C« 
^£*x. ?!)yn- K3fi«3±©3.— !f— r*^^ hit 
- If - r * 5^ ^ h «f IBig L fc «« £ * 
It 5 ^ - f -tft if - ^ ^ -T^ 6 M C t L , * 

-cwasttfc^-— if— t# hffr«*c*<5v^r^~« 

j£ S itfc*— If «ds#»-e*) 5 ^ ^ 5 ^**Bi" * , 
v ? ^;i/3yry7^ffi2l^7ATfc5 0 
[0 0 18] »*5 7lc«**BIII*. H4^*Stu6J: 

a 3 j.— r # ? v h«f«t»3i-r s-a-if — « 

t5s r^^^3yf y^f^ES^f At^^ 0 
[0 0 19] !f*«8^^)^lt d]5{C^^^^J: 
9 3 yf y 7f tgg 2 - 3 yr y 
««ilt*fcot, 3yfy^i«t2(^g 
Six, SaS^ti5^3yf y7S:}ISt5 3 >r 

3 y r y 7 wliSft r-fe 5 y ^ y p - K^l 
**g£tSEj£*»j£««L &t>\ 3yfy7(OEM 
^)BtS^-1f-*«8iJt5^-1f-«8««*Sr*tfE 
SH^W 32 y 7 V!y««!l6« 2 —j&ft 1 5 

lit. =^r^ymi&mu2frb? i }>*—Fmm.3 
^^^^^y^Eimi-^tz^-^mc^mxh^>^-m 

S#fSl2^ itU Ea^WBflMBtt^-WWfc* 



[o o 2 o] m#m9i l zmz>mwte, m6^^ti^x 

n y f y yfittii 2 ^ b ^ !> y n - K8i^ 

[0 0 2 1] W#Kl 2{d«S55Wtt, El7K^$;ft,5 

J: 9 n yf y 7f «i 2 ^ > t y ^^Slf t 
if - <D^m (cjc is r a ^ v ^ 2 a> & e£ $ n 

afiMUcftttS^ ^»»Bia»b2«Lfc^— If— T 
* > d - K3ss 3 — 3 v y £@Bi2H- 5 B^WK 

#«-C*> 5 L, TttSB 1 ^*H***r 

&m-rz*~tfm±tii^&i4 4 k 

2 -Mt 6 ^-tf ^ 5 *r*U 

[0 0 2 2] 3lCffiS38Wfi % EI8^$nS 

- K3SK3^«B««S:iS«i-S^-««»»^S5 
*-flm±**«4atf*-«**B*ik5lcttR 

zti. yv^v- Kafi«3±©3.— if-T#*>- h«« 

-r-53-— tf-flfft^-^-t-^^ge ^wt, 



Sr£l8U *HMR*B^» 5 fit, ^-1f-ff SBt*-* 
* ffl § tufca. - if - T # * v h ft WR 

H*««aafiB7-c*>* 0 

[0 0 2 3] ^IgM^v^v 5 ^^^^^^^^ 
EaS^*xAKfctt5^»3SB* ^^o-K^Bao* 

[0 0 2 4] »*S14C«5^SI1 a^^^Hflt 

«Sr®»-rs^«>, ^-If-r^^^HtMiLtriJSWU 

*>a^!>vn-K»«4r*Bfti-SEa6*»*flMil, ^> 
^^ry^Ei^Sr^Wt-S^-lf— ft^a^-*^-if-« 

[0 0 2 5] 5^«538Wtt, ^ry7ii 

>e«?ft, 3^^!y<oE265fe"C*sy^^o— KSSBSr 
»*1-*Ei£3te»ftflMIL 3yfyy©ES«rfl»t5 

^-if-«r«sijr*3--if-i«sij«f«. au\ 

[0 0 2 6] 1 6 |C«**9Jtt:, 3 

^B^^^^-if-tD^^CT^^v^ft^ 
■^bEiSSnsa^^ytSW-rsWIifc, Tttfi 
B^bSft L*:^— tf-r^^v h«atcs<5v^r. ^ 

>^r v ^ »tt3S«*^ & ^ $ > n - K3SB^ =* V ^ £ 

Mf^a^-if-r^^^ K»«fcMi!Lfc*-«# 
3SB^e>^^-««*SfSL. ft*SJxfc*-««»c» 

3SB^SIfSi-Sttl«B<t, 3V^V!y««3SB^e>S« L 
3>v L vy^Ea©flFprSr-^x.S«1IBi:, 6 
[0 0 2 7] 7*C«S*Wtt. f»«W>b3 



> y mmmm* vmw^m s *Lfc a 
^y^ESM - *^^*/^^^^ 

[0 0 2 8] ±ffi*3gWtf>:/n^7.M*. IS»«Eff^ffi 
[0 0 2 9] 

[00 3 0] fW*llt ay^y^lJ— 2~*T 

§p i 3 <t . ayxy^if— 2^g^j^i-^^c*o^^ 
7x-^, y^ — hffi-r y^ ftii (/) 

i§f§-Yy*:7a:-*#fc') r**>5ii«ffll 4 fc, ^--1f 
-A^^^JW^iimfMP^tT^p fc#K* ay^y^ 

yfyyf-^- 2^b^i>>n — k«8* 3 =■ ^7 

2 tc>?t IT = y^ BaS^»Sr«HUi- 5M«lffl 
1 5 fc£*£ti\> 

[0 0 3 1 ] 3yry7t-/<-2lt 3yry7» 

E£<B^»*gttf+tt*fc#i::, fif/t^Hfc^ * y 

[0 0 3 2] = yxy:yif-^-2J*. fimi^f) 

^^tt^p>i^^-«to»JW*tT^^*J^a5 2 1 fc, ^ 
»**l^^o- K**3 fctf>i§{f &ftt£otztb<D 
^y^;?^-* (fc fcx.fi. &\»&&m<<>'*7 = — 



y^7x-^^^) -Cfc5iifSeB2 2 fc, Ea&#*<B = 
3fc£^fr 0 37fr7DB2 3lt HI 1 0 $ ti& 

[0 0 3 3] K**3I*, >fV^— 

?6BS]5 5^T*-fc;* ir^r-fflSS:»Bt5r fc T% 
y^y ^Ei^^ffpl ■ *gff«r*J»U fffpTLfc»* 

[0 0 3 4] y^^o- KaS*3fi, fj?9k 

y77hr, sfcvMi, R«rt*tf<o^*©iiBf^H«S 

h±T*IW^tltV^7-f^ 
*ftfc£r&tfo y^>n- K*5R3tt, 3yr^7^1 
3-— !f-*s»«Lfe^— IF— «aij«« (fcfcx. 
fi. a— f-ID) 2fct**— if— IH*tt« (fcfcifi, 
✓<*!7-K) Sri^t^: fctCfcoT. -a-if— jSfcgiJfflr 

[0 0 3 5] K**3f±, ay^y^lf-^ 

- 2 «fc «9 ai«S*tfc a y^r yy* if £#grr 5 p< •=& y rt> 
b453yry^SaSP3 2i:, a y^y^lf— 2 
fc Oiiff 2rtT& 5 titiXD^ y^ 7x- ^-CfeSiiflTSR 3 

«t «9 nyry^lS3 2 lc*a*tt^3 ^ V^^a. 

^SttJR9^©3 4 ayfyn- 2^b<^a 

« Sf-BH^W « ch^^, ( ^ yf >- ^ ^ 

yixtftfa 3 4 <b— jg©ffl»*f?fc 5 »J« 

asSS^^r^atfo ^>^>-^^Q^5 3 2 ii, H 1 1 
-7 K«T*tf. 

[0 0 3 6] !7>-^>fA^-±^4ii, Bmi^ 



[0 0 3 7] !7^>f A*— »»SB5fi, 

[0 0 3 8] B 6 fl, a— |f-»»J««aV 

[0 0 3 9] 

[ftltft] Set-. **Wo*l-»4*lt«lcj:5^ 
[0 0 4 0] *$&W<d%$ i W^m^^^f^y^ ^^^"r 

»SiJ«« if— JH^««K:Blii Lfc— 

fa L, n yf y ^IB^fF^I^#6 r ^ ^ ft 6 C r<£> 

[0041] -Mmm<Dm2mmm^r^y^^^^'ryy 

if-as'jfff* t ^-^-M&mn&mm'tz ztx\ v 
A*-trt»-ef4, a-— 9* — inrfliT^ — ^ ^ — ^ 

» («TO0«-Cte. 3-if-DB) SrfflV>T, ^.-if- 

[0 0 4 2] rftfcfc!^ /?yD-KS*m 
aBSR^iSfSL, l7>-^>T^^r— *BSfBT*3.— if— DB 



[0043] !7>^>f A^-flferiMfB (^u^v 

[0044] ^^^^allffl^^^^^/w^^vy 

[0045] z(om^, if— m&mnt 

t-it, !7^*f A*— fej*»"C(i, P&-5Hfc. 

<t K «t <9 , 3-if -ff^iJIf «ftt**-if-KlgH»* fc , 

[0 0 4 6] ^^D-KS^It ^^y L yy^)-—y< 
[0 0 4 7] ^P^co^4^J£^O^v ; ^/W^>' 

[0 0 4 8] «T-C(i. »f*HffiSr#fiHLT, 
SB l ^JR4ltlt«^«t5^^^3^^y^»Eai*> 

[o o 4 9] m 1 2 ti, *&w<DW$i mmm^&ZTV 
[0050] **j6«-cfi, mm^mffiteifizwtmz 

*y hi^T"^ b'^i^— t£¥<DD— 

^*>SEiSI#*©3.— if— aiy r^tt, ^^v-yy 

[ o o 5 i ] in i 2 j^^stts j: -^mmm<Diy^ 

fimu, 3yry7t- '<-2 
^n- KM* 3 irtcj: 9M$W 0 ^SSHiW^^^^ 
^^yp-K«3^<7y^-fA^~M^4 > 



i7y^ J**—mM&5&lfi*-— if-DB 6 Sr^, J T- 
m& 1 RTfi? *} yn - KSB* 3 0>2K#©ii««fB*r^ It 
[0 0 5 2] **W<o»iltlliWcJ:S^#A' 

[0 0 5 3] *WI-3V^^^EK^j|ft«F<Di(if^S:KW 

[0054] ^ yf y ^tlS : f i ^ ^ yf y 7 

3-— if— as^sft* 1 Odr — Ttf- Kj£vM2^-*vu>tf* 
x*^oA*»«^fettSA*»l 3 Srttffl Lfclftmc: 

[0 0 5 5] 3-— if — I D • a?*!7 — KA^3 : 3-— if— 
I D • a**»7 — KA^^r^/TIi, f^j^tc^-— if— ^ 

H»«-C*S3.— y-WWflMB, If- I 

Dt, ~— iF-RH-frflMfL *T ^*r7— K£*A 

[0056] mmftmfe : 3.~if-j^ ess* 

[0 0 5 7] : ^jfi** 1 tt, a >^ 

SfcB'JIffa. 3,-if- i d, >**t7- K&t«B2Bfe«aas 

I^, E2^flMI«:ttJBL-t\ ^*^*-K«*3^ 

- KSr^ycz- K«S*3-aHS-*-6o 
[0 0 5 8] ^*yn—K«*3tt. ^-f-IDM 

—if— I DAXfi'<x y— KSrjK-To 
[0 0 5 9] 3.— if — I DAB'S* : 17 y*>f £$cg|$ 
4 fi N 3.— if— I DflB-fr^j/^CSSV^C, 3. — if — D 
B6S:#Slt, 3.— if— I D&U^*!7 — KtflS'&i- 
3t#a (SMftfR) ^»ftstt-cv^^^5^Sr**-r 
5 0 

[0 0 6 0] r^T% 3.— if— DB 6 Ji, EJl4tC^$ 
ixfc«/a«0>i§!9. ^.-1f-a«SiJffif« (^--if-I 

D ) , 3.- if-0B^tt« (/<^i7-K) &rj*-mm<D 

[0 0 6 1 ] *—mn±f£ : 3—if-D B 6 f 3-- 

if- 1 d&tj^*?- Ktsa^-rssftflja^ffi-rs 



[0 0 6 2] ^t-W««Sf : !7^-f A^~fe«ffl4 
I D^*tJ£Lfc K<£>*— If « 7 ^— yuKJC, *EI$L 

[0 0 6 3] : y^Vci- K«*3I4. ^ 

[0 0 6 4] ^f>7ESfft:BWlll 

h^«ISiaJ»ft^Oii«lHll»*^LT**U ^y 
^y^E^^-r y^-C, 3.-if— 
yryytS'H»«, IB3l5fe1f*. a— if— id, &t>\ 

[0 0 6 5] ay^y^ftlzK : siy^y^U— 2 
yttK^T 1 ry'^-isv^T. gtt^ofcE^falf a + tf) 

[0 0 6 6] nyry^Egf^OK : ^ft^ofc^y 

^T^m^t, a^^yEaS^W^ftL^BS: 
[0 0 6 7] ftfc, a^^^EiSBtoibfPSrttM-r 

So 

[0 0 6 8] ^v^y^^EiHW^JM* : syfy^t- 

^-2^. ^ry«^OK^S(fl/;t, EaS 

&mnt L-c»^*jxrv^ESi*"c*>s^!>^n- k 
v^^yfRsuisa, 3.-if- 1 D^^^f-ttasr^!>> 

[0 0 6 9] *—««Hl& : K«*3I4, a 

^^V^HfeBiJfflfa, ^.-if- I D&t^^r— ita^gttfe 

if— I D&t^^-tta^^y-^'Y A^r— »Kffl5 5^ m 
"To A^r-*B»5tt, 3.-if- I D t 

[0 0 7 0] 3. — if — I D x /<^!7— KM^yfy^ 
*»Jflm©«# : ^^VD- K»*3tt, »«««*sflF 
ffii-SS-StCf^ mt^^y- K^^--f-DB 6 
^^b^^tHL. 3-— if— id, '^y— K&O'^yjy 
yW8iJ«a<Z>«#^^sy^*5^T. 3,-if- i D, 

^ v - KS 3 y- y KM« ^=»yfy; WSm 3 



[oo7i] :rr% ^r— ««3fts»»*ixT^&— 
PflSiS^ S: S J: 5 *^ n -fe ^ SrK S 

left 9, — ^B#W(7)$6Hrt(ciRBt) ^>-7^>^@B^<7)ff pj 
[0 0 7 2] ^^V^iEi^ : ^^V^if— 2 

E£*x;y:/t;::fc3i^T, ^co^vxv^t^Ifii^SrBS^ 
[0 0 7 3] a^^lRB : ^^Vo— K»*3tt, 

2©, a— if— ID, A**? — K&t/^^^^aBUflJ 

XtJ 5 = >y W9iJ« «lw*tjc Lfc a ^ r -< ^ 

fc^.— if— i Dicttm-fz*— ffim&=L— if— db 6rt> 

>^>!yEaStC3pJffi-C#*v^r t 4r«BE-rs 

[0 0 7 5] aV'f^S'OgBUi, ^^f^^S: 

i^3 4[Iio^T, ^— if— a>b»«S;h,fc3---1f-- 

[0 0 7 6] 11 5(1 *&9l<D$5 2m:1&miZ.&2>7*is 
[0 0 7 7] ^HiWTIi, mm. x-lsx* h 

^^^^***^lC3^x^^S:E3l"rs»^-Cfco 

[0 0 7 8] Hi 5l^£tlZ>£ 0 IZ. S &MMW<Oi'* 
©^yn-K«*3 (3 ,, 3 2 , 3 3 . . . ) i . 

jf-*aif-^— 7 tjc j: DM$M 0 *mmm 

(Dv^x-Ml, 3.— if— ^Hlf— ✓<— A3r 
4, 17^^^A^r-5S|&a5&U?3.-lf— DB 

*«a#^*MB* 1 Xt**-— if-***— 7 C0?^ 
XtfJ.-if— <ffSif— 7(D^(OiiffS|5^^LTtT 

[oo7 9] jsfcid. *$£W<D%$2mmm\^£z>T^*^ 



[0080] mmz=>>T>ynm^mm<Dmft&mw 

[0 0 8 1 ] 3 V r y : W*S 1 (7) n y f > 7 

a.— if— dS^tt** 1 si?— K»^i^t/wf^ 

.tot, ^^5 = >'^^y»35«J'l*«Srtg^i-So 
[0 0 8 2] 3.— if — I D ■ /^y- KAA : 3.— if— 

i d ■ Yxt)^v?x\-x, mm^—*f-tf 
bmnx^^^-^-mmmn. ^--if-i 

Dir. 3--if-0B^tt#, A**!7-KfcS:A 

[0 0 8 3] ESS^tgS : 13*^, ^--if-fl @ES3fe 
it^^^^^^^^r, AtJ&l 3«r^i-SKimcJ:o 

[0 0 8 4] If «®# : ^#SJ»* 1 «L. ^>7^ 

»5fc, 3.-- if-^f— ^-7^>-^-^>> h^m 

^^^r% 3.-if- 1 D&^^i7— k*3.— if— *a 
if-^-7^j&{§1-3 0 

[0 0 8 5] ^--f-tlt-^- 7 (2, 3.— if— I D 

K*S*t«tSt. Vis 9 4 A*~£j«tt4 

tci3.— if— i D^t>v>^y — K&SN-o 

[0 0 8 6] 3.-if- I Djg^ : yy^A^M 
4 d 3.— if— I DJS'&^Xs/^t^l^T, 3. — if— D 
B 6 $r#f& LTx 3.— if— i D&U^*!7 — KiBB^-r 

[0 0 8 7] tf$&£fi)c : a.— if-DB 6 ^(C, 3.- 

if- I DRTfs<*7- b~tm&1rZ>&»ffim*tf&1rZ> 

[0 0 8 8] =ar-tt#«:# : !7 V^-Y A^r-^g|5 4 
tt, ^-Wa«#^^^>^T\ «B*dSril5bLfc3L-1f- 

[0 0 8 9] ^~tt#iS<f : 3.-if-^3gif-y<- 7 

[0 0 9 0] a^V^EiS^W : 



isr-^ymmmm. mm^mm. ^-if-io, at/, 

^-if-»«i(B* 7 ^&JK« Lfc*H»**:*MBaH s ' 

[0 0 9 1 ] nvry^^ : 3yfV7t-^-2 

a yr V ^«gij«**s nyfy7DBC2 3 £ *x 

[0 0 9 2] 3yfy 4 7E^WOK : §ltSofc3> 

^fy^iov^-r, 3 ^ v s> ESS^ft dsdcft L it W & 

[0 0 9 3] Rlc, a^^^EaSie^lbffSrRW-t- 

[0 0 9 4] 3>^ ^^EaJSUFPTSI* : =* ^T^^l*— 
/*-2ll a^V^EiS^MfiJOKSraSWLfca. 
ftt?F#<h LTffl^Sn-CV^ESIife-efcS^^^o- K 

p-K»*3~*aS«U = v^^^Eai^fF 

[0 0 9 5] ^P—flMSflMBB* : KM* 3 

fl avf^v^EiSfffprS!*^ = ^^«8UflMIU 
3.- if- I DXl**H***attJRS£. 3.-if-<g]g 

t-^7i:ggi, *-m®$mm#x'ry-7x\ 3. 

-if- I D&T^dr-tf #^^f-T6 0 

[0 0 9 6] *-**flfl* : 3L— if — 7 
H :*--if- 1 D&tf*-' W««rgttS5£, 

-ttSffl 5 H 3--if- I D i ^r— fija<DH*«Cfig-&^ 
6»«ffir«3aS3.— If— D B 6 K#tfE-rsa>£f 9 ***** 

4B-&KI1 ^i£t5^ !7 - K^^-f-D B 6 
0HJU 8DBiLt/^7- K£*— tSS^SBOK^^ 

[0 0 9 7] ^~««3as»»*HT*>b— fil* 

rile J: 5, ^-WWcWSbJBISSraiJei-S ^ t^flB 

[0 0 9 8] ^r-fl?«BiJI» : if 7 



jl— if— DB 6^5>M*U r*UcJ;<9 N 

[0 0 9 9] 3.— if— i d, s<^V— K 22:1^3 ^r^y 
»»J««©«# : K**3tt, 3--if- i 

ic^T, 3.— if— id. s<xy— KM^yry^a 
33iJttf«Sr=^7 1 V!yKa«B3 2 U 3>^>^/@a 

i^oK^^^^-c. nyfy^sw^i^y 

XV^if-— ✓<— 2tC#*_5 0 

[0 10 0] 3>^v^@a^ : 3>-r>^if— ^— 2 
fl 3>^>-^@E^of^pJ^4-x-^^5<b, 3>^>>> 

[0101] : K**3H 
2 co, 3.— if— id, K2fct/3 ^^^IfcS'JW 

2^t^3>'^^y^iJtf#^^Lfc3^^>'^^ r ^/u 

[0 10 2] /^yp-K«3(l ^^r>-y<Dffim 

[0 10 3] fcis* 3>-r ^^(DSJ&fi, 3>^>^g: 

»#«3 4^*3V^T, 3--if-^^fgS$tbfc3.-if- 
IDM^!7-K^ 3 >^V^S@g|5 3 2^{£}#£ 
Jxtv^a-f- I DM^17- Kfcflfi-&U MX** 
— gcLfcu^- Ktct^ff ^tbrv^3>^>^/^ r ^yu 

[0104101711 ^©SaHjSSWlCctS^ 
^/U3 ^vy : T'j|fijEaS->^7 1 AO«j*H"e*>5 0 
[0 10 5] *H*«-ewt. *l^*»Jrfc£fc:lR«3 

4^9— htc^^ttfcif-^-^ -r^^— 
h±o^^^^if— e^if— /<— &<^<Dif— 
lcfe5EiH^^3L— if— T(c*tLT, ^yry^ 
SrE«i-6#**r*x.5. 3_-if-(c 

l/>5©T% y^yn- K«S*3 ^^3- — if— DB 
(@©^§Pif— *53.— if— DB 6^t>*»7 V^-r A^f — 

S:EiS-r-5wi:^BrflBJcft9, 3--if-^^LT^^> 

[0106] ii 7tc^$n5ct9^, '^mmmo^iy^ 



^o-K**3£i;i«fc!9*!dcSna. *^ISS^Jco->^^ 

-DB6£^tr 0 Lfc^oX, 17 V^-f £/&g|54 
17^^>T A^r-»Sa5&^-1f— DB 6 ktm 

± l T«fiK £ nr ^ -5 js-ch 9 {zfjk £ tutmmmm t 14 

[0 10 7] iSfcK, **M<o»3SlllSffi»c:J;S7 f v?^^ 

[0 10 8] AlOI-avx^yEa&^JB^Bbf^SrKW 
[0 10 9] a^T^^Jt^ : W^iconyry^ 

4oT, ^Wi-Sa^^^KSiJttffllSrJS^-t-S. 
[0110] J.— if— ID-/^!7- KA^ : ^-if- 
I D • ^*!7 — KA^*"T S^T^, fB^lC^-— if— # 
A^Sm 3t«fflLt»m:J;ot, W8k9£<OT * Vis 

[0111] EKSfeftft : a— if— tt. E2l5t 

T, E^tfcSy^P- K»*3*#j£-rsEa&Jte 
««£A;*ji-£o E3l5fe««4: LTf4, Y^-*jxh 

[ 0 1 1 2 1 ^F~«*** : 1 tt. 3^^^ 

^Mf6 a ^-fl»*<D*^ife^o^Tf4«SEi-6. 
[0 113] ^yfy^EiS^ : ^{fi*5fcl 14, 

^aLfc^r-lffW^tfEai^jBW**^^^^*- 

[0 114] rr>^>^/^^ : nyfyyf- 2 
i4, ^»«*1^6E^#?lfflr**S»t»f9. 

!y«»^^3/^Ki*jv*r, aitBtofcEa^ifiiflMi* <z> 

[0 115] 3yr>7igf^OK : :g Ifcofc ^ >- 
^ x n^xV^if— 2f4, ^^x^^IBj^^OK 



[0 116] #ctc, 3^>^-yEiS«pO»fPS:IftW-r 

So 

[0 117] a^^yEa&fF^TSS* : =«yry^t- 
9tmmt LT»«S*t-CV^SEiS5t"T?*)5^^Vcz- K 

^itiiL, a^^^EasffFrs^^y^-c. =» 

*-K**3'm£«U =^^EiS6oflFpr«rB*-*- 

[0 1 1 8] ^-flMMB^ : ^yn- K**3f4, a 
Xx^yKSUfflf*, a--if- I Dfttf*-««*£ttR 

stiggR 5 "c^l — if — d b 6 lx mzmm-t 
6 D *-«f#oai«*«fe^ov^ri4ift3ei-«. 

[01 19] a.— if— I D, /^y— K&U*^ 
*BiJ«**>«# : K»*3Mt, *-tf#CD5£ 
B36Sfi8aiLfc»'frfCJ4, ^Jft5^7- K£a--if- 
DB6^P)»9fflL, a.— if— ID. ^;*i7— KRt/a 
>-^>-^ISiS^^O»^^x^^^io^T, J--if- I 

age 3 2 i^gm? u a>^>^@ainoK^7 i 5/^^i/> 

[0 12 0] ^- — if — D B 6 {4, 0 1 9t£^£ 

ttfc»*«<oai9, a.-if-^[jffS (j x-if-iD) 
&tM-— if— i^ffS (/^ y— K) (^)7>f-^K^ 

3mMWX*i&mirZ)*-— if— db 6f4, Bi4i:*SJx 

[0121] ^V^^-^BBS : a^xV^if— 2 

[0 12 2] ayfy^ta : ^^^n- 3 (4, 

2(^)CD, a— if— ID, /^^!7— K&t^=i ^7- ZsyWft] 

[0 12 3] ^-fflf«BU|» : y^va- K*5fe 3 J4, a 
Vxvy^EiH^JR-T-rsi:. ^~**RB'JI»^^ 
*5V>T, =2 ^^^EaiflFprK^^xs/^^JC^f 

•^Wfts^^^EjSlcspJffl-eSftV^ ir^^fiE-rs 

[0124] ft 33. ^^^yogi&te, 3^7^;$ 



M^3 4(:fct^ ^— if— a*b«3£$*t*:^— if- 
ttrv^^-— if— i D&t//^7 — 

[0125] H2 Ott, *^^3lWj(:i;5f«) 

1 <£> 17 >^ >< a 4 -cfT*t>ix 5 n 

(c N =*-iff«Jl ^--if-as^aS* 1 ^A^J Lfc^.- 
if— I D&TJ^;*!7 — ^#?J*B*1 ^*a*ii*tbT 

[0 12 6] ^*<7-kh ap~«*^jcfflv^sii»-» 

Jl fc^XJl 

(1) ^°*!7 — K*>«*©»£\ ^!7-K^±ttt' 

co#^. ^y— h'tmMt— s-rs*-cv<;*i7— Ktc 

(2) MD5 N SHA- 1 t£H<Ds^y*/a.V8lk\Z. <fc V 
^7 — K^-^I^Of^^ttlL, *PX£*x/ctH 

[0 12 7] ffi«*li:fi^*nti^i$f|- 
"CfiEfflU ^--if-l Dk±j&B$f&JC^?m&tj:¥\z. 

fbBBft-cffip-5-fb u # e> ttfcBt^^- * & *—mm t 
[0128] nff#fkBB*i: L-ctt, des^ 

[0129] h 2 i «wf3SftW(a5y^ 

> n — KSi* 3 (7) 17 V * ^ a * — SfcKSB 5 "Cff * t>ix 6 

Lfc^-if- I D&tf ^-f-DB 6 
Wl/u- KM* 3 ia|fi;fc£ £ tlT ^ 5 B$f+a> 6> » bix 

[0 13 0] *=RHc, gff Lfc^-— if- I D£r^.— if- 

l-fl »Kt5^!7- K£^-if-DB 6^b»0ttl 

[oi3i] ft q m £ ttfc^ y - KH M-BrfbBB*^ 



5 0 -ixfcj:!9#fe*u5«**BB»«>Ui*S:l**{b*i4: 
LTWIt5 0 ttf»Lfcl*#{b»l ^tt«*Hci3tt 
Sflf-^b3MBK*NS LfcltWkflB^ot, S« Lfc 

^r— l**^«^b^^«){C{jeffl*tt, 

fbteJ:^T#fe;h,fc¥:fc*^— if— id^Mbb$^i: 

[0 13 2] SfttJ;ot, ^--If- I Dfc^riEB«F 

k*b* 3 ^ta*i&*nrt^«FW-^e>»SE 0 r> m 

U (1) «#^b-e»6>ixfc3.— if- I D^ayfyy 
if-^- 2 )&»&g«Lfc. I D^CtK -rt£t>h. «# 
fbT*#^*i*:^-if- 1 D=^jf Lfc^-f - iD^t' 

5a*«r*atU (2) 8 feWM 

[0 13 3] Pn*<0*#Sr«tfeLTV^Sii'&, ^F~flMB 
[0134] 122«, *«W©*4lSJK«^J:S*« 

S4T^ntt?tbS^-^^^(D-Mo^iir^ 

^ fc frt ©EaSSrHF RTt" T**5S W 3 H 

[0 13 5] [212 2 tCTj^tL-S J: 9 *?S«©*4|| 

Jfi«jcd3t^r. 3.— if— ds^»»*i^ A 

&k, ^a^a*HTv^si*fi-^b#bn5 
Wfcjfctsrt-s*. rtP^bBBft^A^-rsvxi-a 

[0 13 6] 02 311 **M^*4iafc«tc:J:5^ r !? 
5 J: 9 ^r-W«^. ^>-x>-^if-^-2^bS:ff 

L/c^-if- 1 d. ^-wa&t^3 v^^^asufta 

^-if-DB6£, ^^yD-KB3|;MI 

ii2 1 tz^£titz*T&w<vm3mmm<D*—mmmw 
[0137] *-mm±i&<Dtiz><D$iimte. m^txn 



r% *-flMB««o*fl=fcLr, (3) itfttllbn 

[0 13 8] El 2 4 ft, *««o»4iai6«^J:S^tt 
1 <D V y( J**~±f$M4 -CtTft *>*tS If « 
^^rffi^ijco— 0iJtf>ffc91ia-Cfc<5o J: 
^-if-^^ag^ 1 — A*7 Lfca. 

-if- id, '<x7—b'&if=^T^ymsmn*m\t* 

[0 13 9] a— if — I D, ^*!7 — K&t/^yry^ 

[oi4 0] rrr% -JjfaMmz. tkf&ZtitzT-? 
^^wr-^ : pjitfc ^ , mem 

D 5^SHA - 1 t£k*<D— *rtH4^s/V3.||»|Cj;oT 

[0141] B25I4, *«W<OJK4*160!I^J:*^!? 

*^SJ:5l^ ^r-«att, ayf^t- 2?^ib 
gff Lfc^-if-I D, *-««Rtf3^^!yWJiJ« 
a— if— DB6£, ^ vci— K**3^|a*i& 

[0142] mmc^ sis L^^-if- 1 D^^-if- 
DB6fl»e>**u a.— if— i D^ss^nrv^^i: t 

KW\ #j£-r5'^!7 — KSr^«9ffi-r o a— if— I D^ 
[0143] gfi LTb^-if- ID^ a-if- 

6, 

[0 14 4] -*ffiiBB«©lH*i: L-C*-BR*fllr«3fts» 
^-tf^J^W-Cfi, (1) -*[^ilcT' 

n h fttz*-m&mm& ^>^>^y if— 2 fab sft 

[0 14 5] *«M^»3O|l»W&O«S5 4^||Jfi09<Z> 



-f A^r— 5 &t/a— if— D B 6 £ taSdfcfC*— fi? 

[oi46] ±iao**w©itifi««cj:siesfiK«*jsfe 

9&£tl1ZL-7v?7 -Mi, 7*>r^^3S«^cK*LT*3* 

e— (sftnai) tw*^ *^y#— h\ cd-ro 

Mfp co pT«tettjRft:(C«jn L T &6 f-Jfc C T = >- b° a - 
ytv- h — /v^tt, ^ytv-^wcpu 

[0147] sk± % -#¥&w<nttmmtemmm&m.WLtc 

[0148] 

fcfcAtf, Oft. MHaiMiESa^y^ft^ 

3--if-RS^^ (f:^(l ^y-K) CDft^^fc 
^ry^iMttlt ^co^r-ff 

6:t^r^5 0 rft(cj:<9, 3.— if— tt, ^>-^v^ 

&^03-— if— ^#fiJ«S:«-fr5^S?^*|< teZtztb, 

x^yftif^ioxiBH-essj;?^*?), a-if- 

[ID l ] **M<©JWattWHX*>5. 

[112] ^WOf^^^^yfyyffiiES^f^ 
<7)«/£(U (^(7)1) -CfcSo 

[B3] ^P^^f^^yu^yry^^E^^TA 

<&«/*l2 (^r^2) T*fe^ 0 
[El 4] *ISMo^^^^3^>^^ga^v'^7 1 A 

(Dffif&m (-to 3) T'fc5o 
[ID 5] *3g^O^IK)3S«Oflt^:EI (Wl) 
[EI 6] (^2) T*fe6 0 

[El 7] *55WO^i>^D— K3e«^«fiKE|-efcSo 



[is] *w. 

[ni9] -^m\^&z>7*^<?^~ 
t- * <o mMMffi<D&t& m x+ fe 5 o 

[ilO] =1 V^V^DBCO— ^JCOtft^lHT'feSo 

[Ull 3] **W^JB 1 IlltW- J: 57*^^3 

[Hi 4] 3.— if— DBCO— »rait*fc5 0 

[|D1 6] *^W^2||^Jf-«t5x> ? ^/U='>'7 t ^ 

[Hi 7] ^©I3il^(a6f^^7^yfy 
y ^»iaas t ^ omit *> 5 o 

[Hi 8] ^0^^^3^M^!ltCj:57 :r v ; ^/W3>^>' 

[Hi 9] ^—1f— DB<Dflb<D«<OttWig'C*>S 0 
[02 0] **W©JB3jaK«^J:5*-fflMi[fert*ffi 



[02 1] *3B«o»3*llS«lcj:S^r- 

[02 2] ##W<0«MSM6«lC«fc5*- 

[02 3] **W«>K4liJ||i«^ < t5^ 
co— CTCOKM0t?fe5o 

[02 4] **W©JB4H16«^J;6^ 
oSUo — 0ij oRn 0 T-fc s 0 

[02 5] «0^^4$J 

[»#©RW] 
1 

2 a^T^ryu— 

3 ^^n-F« 

4 yy^-fA^-M 

5 !7 v^-r^^r— mm^ 

6 3 — if— DB 
1 3 A^35 

1 4, 2 2, 3 3 iiff ffli 
15, 2 1, 3 5 

2 3 nyry^DB 

3 2 3 yfy v 75 
3 4 3V^>^/^#aSu 
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(54) [Title] METHOD AND SYSTEM FOR DIGITAL CONTENT RESERVATION AND DELIVERY, 

RESERVATION DEVICE, DOWNLOADING DEVICE, AND USER INFORMATION 
MANAGEMENT DEVICE 

(57) Abstract Schematic diagram of an embodiment of a digital content 

Problem reservation-delivery system in accordance with the present 

To provide a digital content reservation-delivery invention 
method that allows digital contents to be received from 
third-party entities without receiving any unneeded 
digital content not permitted for reservation-based 
delivery by a user. 

Means to solve 

In the digital content reservation-delivery method of 
the present invention, key information usable under 
conditions such as a specific period of time, a specific 
content, and a specific number of times is generated at a 
reservation terminal and transmitted to a content server 
when making a reservation; the content server specifies 
the key information for a downloading terminal when 
delivering the content; and the downloading terminal 
confirms the key information specified by the content 
server when downloading the content. 
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[There are no amendments to this patent.] 
Claims 

1 . A digital content reservation-delivery method used for a digital content reservation- 
delivery system in which a reservation for delivery of content is made on a content delivering 
device from a reservation device, and the reserved content is delivered to a downloading device 
from the content delivering device, wherein it involves 

a procedure for generating transiently valid key information that allows content to be 
delivered to the downloading device from the content delivering device; 

a procedure for sending delivery reservation information, which is comprised of content 
specification information for specifying the content to be delivered, delivery destination 
specification information for specifying the downloading device as the destination to which the 
content is to be delivered, user identification information for identifying a user for whom the 
content delivery reservation is to be made, and the key information, to the content delivering 
device from the reservation device; 

a procedure for sending the key information from the content delivering device to the 
downloading device; 

a procedure for confirming the key information received from the content delivering 
device at the downloading device; 

a procedure for granting content delivery permission to the content delivering device 
from the downloading device when the key information is confirmed to be valid; and 

a procedure for delivering the content to the downloading device when the content 
delivery permission is granted to the content delivering device by the downloading device. 

2. The digital content reservation-delivery method described in Claim 1, wherein the key 
information is generated using user identification information and user verification information 
during the key information generation procedure. 
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3. The digital content reservation-delivery method described in Claim 1, wherein 
different information is used to generate the key information every time the user identification 
information , the user verification information, and the key information are generated during the 
key information generation procedure. 

4. The digital content reservation-delivery method described in Claim 3, characterized in 
that content specification information is also used when generating the key information during 
the key information generation procedure. 

5. A digital content reservation-delivery system in which a reservation for delivery of 
content is made on a content delivering device from a reservation device, and the reserved 
content is delivered to a downloading device from the content delivering device, wherein 

the digital content reservation-delivery system has a key information generation means 
for generating transiently valid key information to be used to deliver the content to the 
downloading device from the content delivering device and 

a key information confirmation means for checking whether the key information is valid 
upon receiving the key information before outputting confirmation information; 

the reservation device sends delivery reservation information, which is comprised of 
content specification information for specifying the content to be delivered, delivery destination 
specification information for specifying the downloading device as the destination to which the 
content is to be delivered, user identification information for identifying a user for whom the 
content delivery reservation is to be made, and the key information, to the content delivering 
device; 

the content delivering device transmits the key information to the downloading device; 

the downloading device sends the key information received from the content delivering 
device to the key information confirmation means so as to receive confirmation information from 
the key information confirmation means and transmits delivery permission information for 
granting content delivery permission to the content delivering device when the key information 
is confirmed to be valid; and 

the content delivering device delivers the content to the downloading device upon 
receiving the delivery permission information from the downloading device. 

6. The digital content reservation-delivery system described in Claim 5, wherein 

it is further provided with a user information database means that is connected to the key 
information generation means and the key information confirmation means so as to manage user 
account information and key information related to the user account information in the 
downloading device, 

the key information generation means generates the key information based on the user 
account information managed by the user information database means, and 
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the key information confirmation means checks whether the key information generated 
by the key information generation means is valid based on the user account information and the 
key information managed by the user information database means. 

7. The digital content reservation-delivery system described in Claim 5, wherein it is 
further provided with a user information database means that is connected to the key information 
confirmation means so as to manage user account information in the downloading device, and 
the key information confirmation means checks whether the key information generated by the 
key information generation means is valid based on the user account information managed by the 
user information database means. 

8. A reservation device for making a reservation for delivery of content on a content 
delivering device, wherein 

the reservation device has a reservation means that is connected to the content delivering 
device so as to transmit delivery reservation information, which is comprised of content 
specification information for specifying the content to be delivered, delivery destination 
specification information for specifying a downloading device as the destination to which the 
content is to be delivered, user identification information for identifying a user for whom the 
content delivery reservation is to be made, and key information, to the content delivering device 
and 

a key information acquisition means that is connected to a key information generation 
means for generating transiently valid key information to be used to deliver the content to the 
downloading device from the content delivering device in order to transmit user account 
information and receive the key information; and 

the delivery reservation information contains the key information. 

9. A reservation device for making a reservation for delivery of content on a content 
delivering device, wherein 

it has a reservation means that is connected to the content delivering device so as to 
transmit delivery reservation information, which is comprised of content specification 
information for specifying the content to be delivered, delivery destination specification 
information for specifying a downloading device as the destination to which the content is to be 
delivered, and user identification information for identifying a user for whom the content 
delivery reservation is to be made, to the content delivering device and 

a key information generation means for generating transiently valid key information to be 
used to deliver the content to the downloading device from the content delivering device in order 
to transmit user account information and receive the key information; and 

the delivery reservation information contains the key information. 
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10. The reservation device described in Claim 9, wherein the key information generation 
means generates the key information using different information every time the user 
identification information, user verification information, and the key information are generated. 

11. The reservation device described in Claim 10, wherein the key information 
generation means generates the key information also using content specification information for 
specifying the content to be delivered. 

12. A downloading device for receiving content from a content delivering device, 
wherein the downloading device has 

a downloading means for receiving content delivered from the content delivering device 
according to a user reservation from a reservation device, 

a key information generation means that is connected to the reservation device so as to 
generate transiently valid key information to be used to deliver the content to the downloading 
device from the content delivering device based on user account information received from the 
reservation device and transmit the key information to the reservation device, 

a user information database means that is connected to the key information generation 
means so as to manage user account information and key information related to the user account 
information, and 

a key information confirmation means that is connected to the content delivering device 
so as to receive the key information from the reservation device via the content delivering device 
while it is connected to the user information database means so as to check whether the key 
information received from the content delivering device is valid based on the key information 
generated by the key information generation means and transmit confirmation information to the 
content delivering device, whereby 

content delivery permission is granted to the content delivering device when the key 
information received from the content delivering device is valid. 

13. A user information management device used for a digital content reservation-delivery 
system in which a reservation for delivery of content is made on a content delivering device from 
a reservation device, and the reserved content is delivered to a downloading device from the 
content delivering device, wherein 

it has a key information generation means that is connected to a reservation device so as 
to generate transiently valid key information to be used to deliver the content to the downloading 
device from the content delivering device, 

a key information confirmation means that is connected to the downloading device so as 
to check whether the key information is valid upon receiving the key information from the 
downloading device and transmit confirmation information to the downloading device, and 
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a user information database means that is connected to the key information generation 
means and the key information confirmation means so as to manage user account information 
and key information related to the user account information in the downloading device, whereby 

the key information generation means generates the key information based on the user 
account information managed by the user information database means, and 

the key information confirmation means checks whether the key information generated 
by the key information generation means is valid based on the user account information and the 
key information managed by the user information database means. 

14. A program for implementing a reservation device, which is used to make a content 
delivery reservation on a content delivering device, with 

a function to transmit user account information in order to receive key information in 
order to obtain key information for generating transiently valid key information so as to allow 
content to be delivered to a downloading device from the content delivering device and 

a function to transmit content specification information for specifying content to be 
delivered, delivery destination specification information for specifying a downloading device as 
the destination to which the content is to be delivered, user identification information for 
identifying a user for whom the content delivery reservation is to be made, and the key 
information to the content delivering device. 

15. A program for implementing a reservation device, which is used to make a content 
delivery reservation on a content delivering device, with 

a function to generate transiently valid key information so as to allow content to be 
delivered to a downloading device from the content delivering device and 

a function to transmit content specification information for specifying content to be 
delivered, delivery destination specification information for specifying a downloading device as 
the destination to which the content is to be delivered, user identification information for 
identifying a user for whom the content delivery reservation is to be made, and the key 
information to the content delivering device. 

16. A program for implementing a downloading device, which is used to receive content 
from a content delivering device, with 

a function to receive content delivered from the content delivering device in response to a 
user reservation from a reservation device, 

a function to generate key information to be used to deliver the content from the content 
delivering device to the downloading device based on user account information received from 
the reservation device and transmit the key information to the reservation device, 

a function to manage user account information and key information related to the user 
account information, 
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a function to receive the key information from the reservation device via the content 
delivering device so as to check whether the key information received from the content 
delivering device is valid based on the key information generated and transmit confirmation 
information to the content delivering device, and 

a function to grant content delivery permission to the content delivering device when the 
key information received from the content delivering device is valid. 

17. A program for implementing a computer in a digital content reservation-delivery 
system, in which a reservation for delivery of content is made on a content delivering device 
from a reservation device, and the reserved content is delivered to a downloading device from 
the content delivering device, with 

a function to generate transiently valid key information to be used to deliver the content 
to the downloading device from the content delivering device based on user account information, 
a function to manage user account information and key information related to the user account 
information in the downloading device, and 

a function to receive the key information from the downloading device so as to check 
whether the key information received is valid based on the user account information and the key 
information managed and transmit confirmation information to the downloading device. 

18. A recording medium for recording a program described in one of Claims 14-17. 

Detailed explanation of the invention 
[0001] 

Technical field of the invention 

The present invention pertains to a digital content reservation-delivery system, 
specifically, to a system that blocks indiscriminant delivery of contents. 

[0002] 
Prior art 

Digital content delivery systems for downloading digital contents such as music, video 
clips, or electronic books from content servers to specific computers provided at specific 
destinations via the Internet have become widely used. Also known is a reservation-delivery 
system in which a user specifies a specific location, for example, a personal computer installed 
in his/her house, and a makes a reservation for digital content to be delivered to said specific 
location; and a content server delivers the digital content to the specified destination. 
Alternatively, the user may specify a disk service offered on the Internet as the specific delivery 
destination when making the digital content delivery reservation. 
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[0003] 

On the other hand, systems for delivering reserved digital contents to nonspecific 
destinations, which allow users to have specific contents downloaded from content servers to 
user-specified media connected to public terminals via so-called kiosk terminals, that is, 
terminals installed on the street or at convenience stores for public use, are proliferating. 

[0004] 

When a digital content reservation-delivery system of this kind is to be utilized, a user 
needs to obtain account information such as a user ID that is to be used to specify a target 
recipient (a person) when making a reservation. 

[0005] 

Problems to be solved by the invention 

However, when only a laid-open user ID or a user ID that can be guessed easily needs to 
be specified when making a delivery reservation without using secret user information such as a 
password, anybody other than the user can easily make a reservation for delivery of content to 
the account with said user ID. Thus, the disk resource of the destination may be wasted by 
wrongful mischievous delivery reservations made by other people, and the user is subjected to 
the risk of involuntarily receiving downloading of unwanted contents. 

[0006] 

In addition, when secret user information such as a password needs to be specified along 
with a user ID when making a delivery reservation, the risk of wrongful delivery reservations is 
low unless the secret user information is disclosed to other people, but contents can no longer be 
delivered from third-party entities such as content providers (for example, content servers). 

[0007] 

On the other hand, disclosure of secret user information, such as a password, along with 
the user ID to a third-party entity may result in a risk that said information may be leaked and 
used for wrongful deliveries of contents. In addition, since this means that the third-party entity, 
to which the user ID and the secret user information, such as a password, were disclosed, has 
been permanently granted the right to deliver contents, there is a risk that contents other than 
contents the user wants to be delivered may also be delivered indiscriminately. 
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[0008] 

That is, in the case of the conventional content delivery reservation system, when a 
content is to be transmitted to a terminal on which a user has a user account, a user ID registered 
statically for the user needs to be sent, or the user ID and the password need to be specified. 
Accordingly, a subscriber needs to give these pieces of information to another party (for example, 
a content server) where a reservation is made. Upon receiving said information, the other party, 
where the reservation is made, transmits the content to the user regardless of the inclination of 
the user at the origin of the reservation using such information as the user ID after having 
transmitted content reserved. 

[0009] 

Therefore, in order to solve the aforementioned conventional problems, one objective of 
the present invention is to provide a digital content reservation-delivery method that allows 
digital contents to be received from third-party entities without any unneeded digital content not 
permitted for reservation-based delivery by a user being received. 

[0010] 

In addition, another objective of the present invention is to provide a digital content 
reservation-delivery system for which said digital content reservation-delivery method is 
implemented. 

[0011] 

Furthermore, yet another objective of the present invention is to provide a reservation 
device, a downloading device, and a user information management device used in the 
aforementioned digital content reservation-delivery system and a program recording medium for 
recording programs for implementing functions of these devices. 

[0012] 

Means to solve the problems 

In the case of the digital content reservation-delivery method of the present invention, 
key information usable under conditions such as a specific period of time, a specific content, and 
a specific number of times is generated at a reservation terminal and transmitted to a content 
server when making a reservation; the content server specifies the key information for a 
downloading terminal when delivering the content; and the downloading terminal confirms the 
key information specified by the content server when downloading the content. 
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[0013] 

It is particularly desirable to process the key generation at the reservation terminal and 
the key confirmation at the downloading terminal simultaneously using shared information. 

[0014] 

According to the present invention, in a content reservation-delivery system in which a 
reservation for delivery of content is made on a content delivering device from a reservation 
device and the reserved content is delivered to a downloading device from the content delivering 
device, delivery of wrongfully reserved content to the downloading terminal is prevented. That is, 
a spam attachment to the content delivery can be prevented. 

[0015] 

Figure 1 is a diagram for illustrating the principle of the present invention. The invention 
pertaining to Claim 1 is a digital content reservation-delivery method used for a digital content 
reservation-delivery system in which a reservation for delivery of content is made on a content 
delivering device from a reservation device, and the reserved content is delivered to a 
downloading device from the content delivering device, wherein it involves a procedure for 
generating transiently valid key information that allows content to be delivered to the 
downloading device from the content delivering device (Step 1); a procedure for sending 
delivery reservation information, which is comprised of content specification information for 
specifying the content to be delivered, delivery destination specification information for 
specifying the downloading device as the destination to which the content is to be delivered, user 
identification information for identifying a user for whom the content delivery reservation is to 
be made, and the key information, to the content delivering device from the reservation device 
(Step 2); a procedure for sending the key information from the content delivering device to the 
downloading device (Step 3); a procedure for confirming the key information received from the 
content delivering device at the downloading device (Step 4); a procedure for granting content 
delivery permission to the content delivering device from the downloading device when the key 
information is confirmed to be valid (Step 5); and a procedure for delivering the content to the 
downloading device when the content delivery permission is granted to the content delivering 
device by the downloading device (Step 6). 

[0016] 

As shown in Figure 2, the invention pertaining to Claim 5 is a digital content reservation- 
delivery system in which a reservation for delivery of content is made on content delivering 
device 2 from reservation device 1 , and the reserved content is delivered to downloading device 
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3 from content delivering device 2, wherein the digital content reservation-delivery system has 
key information generation means 4 for generating transiently valid key information to be used 
to deliver the content to downloading device 3 from content delivering device 2 and key 
information confirmation means 5 for checking whether the key information is valid upon 
receiving the key information before outputting confirmation information; reservation device 1 
sends delivery reservation information, which is comprised of content specification information 
for specifying the content to be delivered, delivery destination specification information for 
specifying downloading device 3 as the destination to which the content is to be delivered, user 
identification information for identifying a user for whom the content delivery reservation is to 
be made, and the key information, to content delivering device 2; content delivering device 2 
transmits the key information to downloading device 3; downloading device 3 sends the key 
information received from content delivering device 2 to the key information confirmation 
means so as to receive confirmation information from key information confirmation means 5 and 
transmits delivery permission information for granting content delivery permission to content 
delivering device 2 when the key information is confirmed to be valid; and content delivering 
device 2 delivers the content to downloading device 3 upon receiving the delivery permission 
information from downloading device 3. 

[0017] 

As shown in Figure 3, the invention pertaining to Claim 6 is a digital content reservation- 
delivery system that is further provided with user information database means 6 that is connected 
to key information generation means 4 and key information confirmation means 6 [sic; 5] so as 
to manage user account information in downloading device 3 and key information related to the 
user account information, key information generation means 4 generates the key information 
based on the user account information managed by user information database means 6, and key 
information confirmation means 5 checks whether the key information generated by key 
information generation means 4 is valid based on the user account information managed by user 
information database means 6 and the key information. 

[0018] 

As shown in Figure 4, the invention pertaining to Claim 7 is a digital content reservation- 
delivery system that is further provided with user information database means 6 that is connected 
to key information confirmation 5 means so as to manage user account information in 
downloading device 3, and key information confirmation means 5 checks whether the key 
information generated by key information generation means 4 is valid based on the user account 
information managed by user information database means 6. 
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[0019] 

As shown in Figure 5, the invention pertaining to Claim 8 is reservation device 1 for 
making a reservation for delivery of content on content delivering device 2, wherein reservation 
device 1 has reservation means 1 1 that is connected to content delivering device 2 so as to 
transmit delivery reservation information, which is comprised of content specification 
information for specifying the content to be delivered, delivery destination specification 
information for specifying a downloading device as the destination to which the content is to be 
delivered, and user identification information for identifying a user for whom the content 
delivery reservation is to be made, to content delivering device 2, and key information 
acquisition means 12 that is connected to key information generation means 4 for generating 
transiently valid key information to be used to deliver the content to downloading device 3 from 
content delivering device 2 in order to transmit user account information and receive the key 
information; and the delivery reservation information contains the key information. 

[0020] 

As shown in Figure 6, the invention pertaining to Claim 9 is reservation device 1 for 
making a reservation for delivery of content on content delivering device 2, wherein reservation 
device 1 has a reservation means 1 1 that is connected to content delivering device 2 so as to 
transmit delivery reservation information, which is comprised of content specification 
information for specifying the content to be delivered, delivery destination specification 
information for specifying a downloading device as the destination to which the content is to be 
delivered, and user identification information for identifying a user for whom the content 
delivery reservation is to be made, to content delivering device 2, and key information 
generation means 4 for generating transiently valid key information to be used to deliver the 
content to the downloading device from content delivering device 2 in order to transmit user 
account information and receive the key information; and the delivery reservation information 
contains the key information. 

[0021] 

As shown in Figure 7, the invention pertaining to Claim 12 is downloading device 3 for 
receiving content from a content delivering device 2, wherein the downloading device 3 has 
downloading means 3 1 for receiving content delivered from content delivering device 2 
according to a user reservation from reservation device 1 , key information generation means 4 
that is connected to reservation device 1 so as to generate transiently valid key information to be 
used to deliver the content to downloading device 3 from content delivering device 2 based on 
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user account information received from reservation device 1 and transmit the key information to 
reservation device 1, user information database means 6 that is connected to key information 
generation means 4 so as to manage user account information and key information related to the 
user account information, and key information confirmation means 5 that is connected to content 
delivering device 2 so as to receive the key information from reservation device 1 via content 
delivering device 2 while it is connected to user information database means 6 so as to check 
whether the key information received from content delivering device 2 is valid based on the key 
information generated by key information generation means 4 and transmit the confirmed 
information to content delivering device 2, whereby content delivery permission is granted to 
content delivering device 2 when the key information received from content delivering device 2 
is valid. 



[0022] 

As shown in Figure 8, the invention pertaining to Claim 13 is user information 
management device 7 used for a digital content reservation-delivery system in which a 
reservation for delivery of content is made on a content delivering device from reservation 
device 1 , and the reserved content is delivered to downloading device 3 from the content 
delivering device, wherein it has key information generation means 4 that is connected to 
reservation device 1 so as to generate transiently valid key information to be used to deliver the 
content to downloading device 3 from content delivering device 2, key information confirmation 
means 5 that is connected to downloading device 3 so as to check whether the key information is 
valid upon receiving the key information from downloading device 3 and transmit confirmation 
information to downloading device 3, and user information database means 6 that is connected to 
key information generation means 4 and key information confirmation means 5 so as to manage 
user account information and key information related to the user account information in 
downloading device 3, whereby key information generation means 4 generates the key 
information based on the user account information managed by user information database means 
6, and key information confirmation means 5 checks whether the key information generated by 
key information generation means 4 is valid based on the user account information and the key 
information managed by the user information database means. 

[0023] 

Furthermore, the reservation device, the downloading device, and the user information 
management device of the digital content reservation-delivery system of the present invention 
can also be implemented by letting a computer execute programs. 
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[0024] 

The invention pertaining to Claim 14 is a program for implementing a reservation device, 
which is used to make a content delivery reservation on a content delivering device, with a 
function to transmit user account information in order to receive key information in order to 
obtain key information for generating transiently valid key information so as to allow content to 
be delivered to a downloading device from the content delivering device and a function to 
transmit content specification information for specifying content to be delivered, delivery 
destination specification information for specifying a downloading device as the destination to 
which the content is to be delivered, user identification information for identifying a user for 
whom the content delivery reservation is to be made, and the key information to the content 
delivering device. 

[0025] 

The invention pertaining to Claim 15 is a program for implementing a reservation device, 
which is used to make a content delivery reservation on a content delivering device, with a 
function to generate transiently valid key information so as to allow content to be delivered to a 
downloading device from the content delivering device and a function to transmit content 
specification information for specifying content to be delivered, delivery destination 
specification information for specifying a downloading device as the destination to which the 
content is to be delivered, user identification information for identifying a user for whom the 
content delivery reservation is to be made, and the key information to the content delivering 
device. 

[0026] 

The invention pertaining to Claim 16 is a program for implementing a downloading 
device, which is used to receive content from a content delivering device, with a function to 
receive content delivered from the content delivering device in response to a user reservation 
from a reservation device, a function to generate key information to be used to deliver the 
content from the content delivering device to the downloading device based on user account 
information received from the reservation device and transmit the key information to the 
reservation device, a function to manage user account information and key information related to 
the user account information, a function to receive the key information from the reservation 
device via the content delivering device so as to check whether the key information received 
from the content delivering device is valid based on the key information generated and transmit 
confirmation information to the content delivering device, and a function to grant content 
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delivery permission to the content delivering device when the key information received from the 
content delivering device is valid. 

[0027] 

The invention pertaining to Claim 17 is a program for implementing a computer in a 
digital content reservation-delivery system, in which a reservation for delivery of content is 
made on a content delivering device from a reservation device, and the reserved content is 
delivered to a downloading device from the content delivering device, with a function to 
generate transiently valid key information to be used to deliver the content to the downloading 
device from the content delivering device based on user account information, a function to 
manage user account information and key information related to the user account information in 
the downloading device, and a function to receive the key information from the downloading 
device so as to check whether the key information received is valid based on the user account 
information and the key information managed and transmit confirmation information to the 
downloading device. 

[0028] 

The aforementioned programs of the present invention are stored in a recording medium, 
installed on a computer as needed, and executed. 

[0029] 

Embodiment of the invention 

Figure 9 is a schematic diagram of an embodiment of the digital content reservation- 
delivery system of the present invention. As shown in the figure, the digital content reservation- 
delivery system is comprised of reservation terminal 1, content server 2, downloading terminal 3, 
one-time key generation part 4, one-time key confirmation part 5, and user DB 6. 

[0030] 

Reservation terminal 1 is a terminal for accessing content server 2 so as to specify 
content to be reserved for downloading and a delivery destination. Reservation terminal 1 
contains input part 13 serving as an input device, for example, a keyboard or a dial button, for 
specifying a connection to content server 2 and entering content and a delivery destination 
specified by a user; communication part 14 serving as a network interface (for example, a line 
switching interface, an Internet interface, or a communication interface of another kind) for 
connecting to content server 2; and a control part 15 that carries out user input control and 
communication control and accesses one-time key generation part 4 when making a content 
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delivery reservation so as to obtain key information to be used to allow content to be delivered 
from content server 2 to downloading terminal 3 in order to control the content delivery 
reservation with respect to content server 2. 

[0031] 

Content server 2 is a server operated by a content provider. When connected via 
reservation terminal 1, it obtains information for identifying content to be reserved for delivery, 
delivery destination information, and key information in order to accept the content delivery 
reservation and deliver the content to specified downloading terminal 3. 

[0032] 

Content server 2 contains control part 2 1 that carries out a series of controls to accept the 
reservation from reservation terminal 1 and deliver the content to downloading terminal 3, 
communication part 22 serving as an interface (for example, a line switching interface, an 
Internet interface, or a communication interface of another kind) for communications between 
reservation terminal 1 and downloading terminal 3, and content DB 23 serving as a database for 
storing contents to be delivered. As shown in Figure 10, content DB 23 contains fields for 
holding content identification information and content files. 

[0033] 

Downloading terminal 3 is connected to content server 2 via a network such as the 
Internet, to which an unspecified number of nodes are connected. When delivery of content from 
content server 2 is requested, it accesses one-time key confirmation part 5 to check the key 
information in order to determine whether to permit or reject the content delivery request, 
whereby when permitted, it receives the content transmitted from content server 2 and stores it 
by correlating it with the corresponding user identification information. 

[0034] 

Downloading terminal 3 includes many kiosk terminals installed at public places, for 
example, on the street, in convenience stores, and railway stations; personal servers installed in 
households; and disks offered on the Internet. Once the content is stored, user identification 
information (for example, a user ID) and user verification information (for example, a password) 
specified by the user are verified in order to allow downloading terminal 3 to receive the content 
that was stored while correlated with the user identification information. 
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[0035] 

Downloading terminal 3 contains content storage part 32 made of a memory for storing 
contents transmitted from content server 2; communication part 33 serving as an interface for 
communicating with content server 2; content reception part 34 serving as an interface for users 
to receive the contents stored in content storage part 32 through verification of user identification 
information and user verification information; and control part 35 that checks key information 
with one-time key confirmation part 5 when content is delivered from content server 2, receives 
the content delivered, transfers the content (received from content server 2) to content storage 
part 32 together with the user identification information and the user verification information 
corresponding to the key information obtained from one-time key confirmation part 5, and 
transfers to content reception means 34 the content corresponding to the user identification 
information and the user verification information among the contents stored. As shown in Figure 
11, content storage part 32 contains fields for holding user identification information, user 
verification information, content identification information, and content files. 

[0036] 

When requested from reservation terminal 1 , one-time key generation part 4 transiently 
generates key information for confirming permission to deliver content from content server 2 to 
downloading terminal 3. At this time, it receives the user identification information and the user 
verification information from reservation terminal 1 in order to correlate the key information 
with the user identification information and the user verification information when generating 
the key information. 

[0037] 

In addition, when requested from downloading terminal 3, one-time key confirmation 
part 5 checks whether the key information downloading terminal 3 has received from content 
server 2 key information that is correlated with any user identification information and user 
verification information registered with user DB 6. 



[0038] 

User DB 6 is a database where user identification information and user verification 
information are stored. 
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[0039] 

Application examples 

Next, an outline of the digital content reservation-delivery system of the present 
invention will be explained using first through fourth application examples. 

[0040] 

In the case of the digital content reservation-delivery system in accordance with the first 
application example, at a reservation device (a reservation terminal in the example given below) 
configured with a stationary or portable communication terminal, the reservation terminal 
accesses a key information generation means (a one-time key generation part in the example 
given below) to send user identification information and user verification information before 
making a content delivery reservation on a content delivering device (a content server in the 
example given below) in order for the reservation terminal to obtain transiently valid key 
information related to the user identification information and the user verification information. 
Next, when specifying digital content to be reserved for delivery to the content server, the key 
information already obtained is also specified, whereby the content server transmits the key 
information specified from the reservation terminal to a downloading device (a downloading 
terminal in the example given below) in order to obtain content delivery permission. At this time, 
the received key information is checked with a key information confirmation means (a one-time 
key confirmation part in the example given below) in order to determine whether to permit or 
reject delivery of the content. 

[0041] 

According to the digital content reservation-delivery system of the second application 
example, a reservation terminal is connected to a one-time key generation part via a 
communication network such as the Internet or a line switching network in order for the 
reservation terminal to obtain transiently valid key information. At this time, user identification 
information and user verification information are transmitted from the reservation terminal, and a 
one-time key generation part checks the user identification information and the user verification 
information using a user information database means (a user DB in the example given below), 
whereby it generates key information by generating random numbers only when a match with 
registered information is found, transmits the generated key information to the reservation 
terminal, and registers the key information with respect to the user identification information in 
the user DB. 
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[0042] 

As a result, a downloading terminal transmits key information received from a content 
server to a key confirmation part, and whether the key information is registered with the user DB 
for any user identification information is checked at a one-time key confirmation part in order to 
determine whether to permit or reject the delivery of content. 

[0043] 

In this case, the one-time key generation part (and the one-time key confirmation part) 
can be configured as a part of the downloading terminal. In addition, when the one-time key 
generation part (and the one-time key confirmation part) is configured independently of the 
downloading terminal, the digital content reservation-delivery system can deliver contents to 
multiple downloading terminals. 

[0044] 

According to the digital content reservation-delivery system of the third application 
example, a reservation terminal is configured to contain a one-time key generation part, whereby 
the reservation terminal obtains transiently valid key information using the one-time key 
generation part. 

[0045] 

At this time, when user identification information and user verification information are 
entered by a user and transferred to the one-time key generation part, the one-time key 
generation part generates key information, which cannot be generated/decoded unless at least the 
user verification information is known, using a technique such as encryption, digital signature, or 
message authentication based on the user identification information, the user verification 
information, and information that varies every time (for example, time information). 

[0046] 

At a downloading device, key information received from a content server is transferred to 
a one-time key confirmation part, and the one-time key confirmation part checks the key 
information against the user identification information/user verification information using a 
technique such as encryption, digital signature, or message authentication in order to determine 
whether to permit or reject the delivery of content. 
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[0047] 

In addition, according to the digital content reservation-delivery system of the fourth 
application example, when one-time key generation part generates transiently valid key 
information, information for identifying a target content to be reserved for delivery is added as a 
parameter other than user identification information and user verification information, whereby a 
downloading terminal can permit the delivery only of content that corresponds to content 
identification information specified. 

[0048] 

The digital content reservation-delivery systems in accordance with the first through the 
fourth application examples of the present invention will be explained in detail below with 
reference to attached figures. 

[0049] 

Figure 12 is a configuration diagram of the digital content reservation-delivery system in 
accordance with the first application example of the present invention. 

[0050] 

In the present application example, a case will be considered where content is to be 
delivered to a server that is installed in a household or a business office and connected to the 
Internet or a user area that is provided in a server such as a disk service server on the Internet 
and used as a delivery target. In addition, a case where a downloading terminal can be matched 
uniquely with a user will be considered. 

[0051] 

As shown in Figure 12, the system of the present application example is comprised of 
reservation terminal 1, content server 2, and downloading terminal 3. The system of the present 
application example is different from the embodiment shown in Figure 9 in that downloading 
terminal 3 contains one-time key generation part 4, one-time key confirmation part 5, and user 
DB 6; and data are exchanged between reservation terminal 1 and one-time key generation part 4 
via both communication parts of reservation terminal 1 and downloading terminal 3. 

[0052] 

Next, operations of the digital content reservation-delivery system in accordance with the 
first application example of the present invention when making a content delivery reservation 
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and when delivering content will be explained using the message sequence chart shown in Figure 
13. 

[0053] 

Operations for making a content delivery reservation will be explained first. 

[0054] 

Content specification: At reservation terminal 1, in a content specification step, a user 
who makes a content delivery reservation specifies information for identifying content to be 
reserved through input part 1 3 of reservation terminal 1 that is comprised of an input device such 
as a keyboard or a dial button. 

[0055] 

Input of user ID and password: In a user ID/password input step, the user performs 
similar operations using input part 1 3 in order to enter user identification information as account 
information about the delivery destination, that is, user ID and user verification information, that 
is, a password. 

[0056] 

Specification of delivery destination: Similarly, the user performs a operation using input 
part 13 in order enter delivery destination information for specifying downloading terminal 3 as 
the delivery destination. A host name or an IP address on the Internet, a telephone number, or 
identification information of another kind may be used as the delivery destination information. 

[0057] 

Key information request: Once the content identification information, the user ID, the 
password, and the delivery destination information are collected, reservation terminal 1 connects 
to downloading terminal 3 via a communication channel such as the Internet or a telephone line 
based on the delivery destination information and transmits the user ID and the password to 
downloading terminal 3 in a key information request step. 

[0058] 

Upon receiving the user ID and the password, downloading terminal 3 transfers the user 
ID and the password to one-time key generation part 4. 
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[0059] 

User ID verification: In a user ID verification step, one-time key generation part 4 checks 
whether any information (registration information) that matches the user ID and the password 
has been registered in user DB 6. 

[0060] 

Here, as shown in the configuration example in Figure 14, user DB 6 contains fields for 
the user identification information (user ID), the user verification information (password), and 
the key information. Information elements in the respective fields are stored while correlated 
with corresponding records in the rows in the figure. Here, multiple sets of key information may 
correspond to a single set of user identification information and user verification information. 

[0061] 

Key information generation: When registered information that matches the user ID and 
the password is present in user DB 6, one-time key generation part 4 generates key information 
using random numbers in a key information generation step. 

[0062] 

Storage of key information: One-time key generation part 4 stores the generated key in 
the key information field for a record that corresponds to a successfully verified user ID in a key 
information storage step. 

[0063] 

Transmission of key information: In a key information transmission step, downloading 
terminal 3 transmits the generated key information to reservation terminal 1 before disconnecting 
the communication. 

[0064] 

Content delivery reservation: Upon receiving the key information, reservation terminal 1 
connects to content server 2 via a communication channel such as the Internet or a telephone line 
and transmits delivery reservation information, which is comprised of the content identification 
information, the delivery destination information, and the user ID specified by the user and the 
key information obtained from downloading terminal 3, to content server 2 in a content delivery 
reservation step in order to request a reservation for the delivery of the content. 
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[0065] 

Content search: Upon receiving the delivery reservation information from reservation 
terminal 1 , content server 2 checks whether the content identification information in the received 
delivery reservation information has been registered with content DB 23 in a content search step. 

[0066] 

Content delivery reservation OK: When the received content identification information is 
registered with the content DB, content server 2 reports to reservation terminal 1 that the content 
delivery reservation was successful in a content delivery reservation OK step before 
disconnecting the communication. 

[0067] 

Next, operations for delivering the content will be explained. 

[0068] 

Content delivery permission request: After receiving content delivery reservation OK, 
content server 2 connects to downloading terminal 3 specified by the delivery destination 
information via a communication channel such as the Internet or a telephone line and transmits 
the content identification information, the user ID, and the key information to downloading 
terminal 3 in a content delivery permission request step in order to request permission for the 
delivery of the content. 

[0069] 

Key information verification: Upon receiving the content identification information, the 
user ID, and the key information, downloading terminal 3 transfers the received content 
identification information, the user ID, and the key information to one-time key confirmation 
part 5 in a key information verification step. One-time key confirmation part 5 checks whether 
any registered information that matches both the user ID and the key information is present in 
user DB 6. 

[0070] 

Storage of user ID, password, and content identification information: When registered 
information is present, downloading terminal 3 retrieves the corresponding password from user 
DB 6; stores the user ID, the password, and the content identification information in content 
storage part 32 in a user ID, password, content identification information storage step; and grants 
content delivery permission to content server 2 in a content delivery OK step. 
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[0071] 

Here, when a process is implemented to delete the key information when a prescribed 
period of time has passed since the key information was registered, the period during which the 
key information remains valid can be set, whereby a mechanism for granting content delivery 
permission only within a prescribed period of time can be constructed. 

[0072] 

Delivery of content: Once content server 2 is granted content delivery permission, it 
begins to deliver the target content in a content delivery step. 

[0073] 

Storage of content: In a content storage step, downloading terminal 3 stores the received 
content in the field of the content file that corresponds to the user ID and the password in content 
storage part 32 and the user ID, the password, and the content identification information stored 
in the content identification information storage step. 

[0074] 

Deletion of key information: Once the delivery of the content is finished, downloading 
terminal 3 deletes the key information, which corresponds to the user ID transmitted in the 
content delivery permission request step, from user DB 6 in a key information deletion step in 
order to assure that the key information used for content delivery once is never used for 
redelivery of the content before disconnecting the communication. 

[0075] 

Here, during the reception of the content, the user ID and the password specified by the 
user are checked against the user ID and the password stored in content storage part 32 at content 
reception means 34, and the content file stored in the record for which they both match is read. 

[0076] 

Figure 1 5 is a configuration diagram of the digital content reservation-delivery system in 
accordance with the second application example of the present invention. 



[0077] 

In the present application example, a case will be considered where content is to be 
delivered to one of many kiosk servers installed at public places, for example, on the street, in 
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convenience stores, and railway stations, but a downloading terminal cannot be matched 
uniquely with a user. 

[0078] 

As shown in Figure 15, the digital content reservation-delivery system of the present 
application example is comprised of reservation terminal 1, content server 2, multiple 
downloading terminals 3 (3i, 32, 33 ...)» and user management server 7. The system of the 
present application example is different from the embodiment shown in Figure 9 in that user 
management server 7 contains one-time key generation part 4, one-time key confirmation part 5, 
and user DB 6; data are exchanged between reservation terminal 1 and one-time key generation 
part 4 via both communication parts of reservation terminal 1 and user management server 7; and 
data are exchanged between downloading terminals 3 and one-time key confirmation part 5 via 
both communication parts of downloading terminals 3 and user management server 7. 

[0079] 

Next, operations of the digital content reservation-delivery system in accordance with the 
second application example of the present invention when making a content delivery reservation 
and when delivering content will be explained using the message sequence chart shown in Figure 
16. 

[0080] 

Operations for making a content delivery reservation will be explained first. 

[0081] 

Content specification: At reservation terminal 1, in a content specification step, a user 
who makes a content delivery reservation specifies information for identifying content to be 
reserved through input part 1 3 of reservation terminal 1 that is comprised of an input device such 
as a keyboard or a dial button. 

[0082] 

Input of user ID and password: In a user ID/password input step, the user performs 
similar operations using input part 13 in order to enter user identification information as account 
information about the delivery destination, that is, user ID and user verification information, that 
is, a password. 
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[0083] 

Specification of delivery destination: Similarly, the user performs a operation using input 
part 13 in order to enter delivery destination information for specifying downloading terminal 3 
as the delivery destination. A host name or an IP address on the Internet, a telephone number, a 
terminal number used for managing kiosk terminals, or identification information of another kind 
may be used as the delivery destination information. 

[0084] 

Key information request: Once the content identification information, the user ID, the 
password, and the delivery destination information are collected, reservation terminal 1 connects 
to user management server 7 via a communication channel such as the Internet or a telephone 
line based on the delivery destination information and transmits the user ID and the password to 
user management server 7 in a key information request step. 

[0085] 

Upon receiving the user ID and the password, user management server 7 transfers the 
user ID and the password to one-time key generation part 4. 

[0086] 

User ID verification: In a user ID verification step, one-time key generation part 4 checks 
whether any information (registration information) that matches the user ID and the password 
has been registered in user DB 6. User DB 6 is configured in the manner exemplified in Figure 
14, for example. 

[0087] 

Key information generation: When registered information that matches the user ID and 
the password is present in user DB 6, one-time key generation part 4 generates key information 
using random numbers in a key information generation step. 

[0088] 

Storage of key information: One-time key generation part 4 stores the generated key in 
the key field information field for the record that corresponds to the successfully verified user ID 
in a key information storage step. 
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[0089] 

Transmission of key information: In a key information transmission step, user 
management server 7 transmits the generated key information to reservation terminal 1 before 
disconnecting the communication. 

[0090] 

Content delivery reservation: Upon receiving the key information, reservation terminal 1 
connects to content server 2 via a communication channel such as the Internet or a telephone line 
and transmits delivery reservation information, which is comprised of the content identification 
information, the delivery destination information, and the user ID specified by the user and the 
key information obtained from user management server 7, to content server 2 in a content 
delivery reservation step in order to request a reservation for the delivery of the content. 

[0091] 

Content search: Upon receiving the delivery reservation information from reservation 
terminal 1 , content server 2 checks whether the content identification information in the received 
delivery reservation information has been registered with content DB 23 in a content search step. 

[0092] 

Content delivery reservation OK: When the received content identification information is 
registered with the content DB, content server 2 reports to reservation terminal 1 that the content 
delivery reservation was successful in a content delivery reservation OK step before 
disconnecting the communication. 

[0093] 

Next, operations for delivering the content will be explained. 

[0094] 

Content delivery permission request: After receiving content delivery reservation OK, 
content server 2 connects to downloading terminal 3 specified by the delivery destination 
information via a communication channel such as the Internet or a telephone line and transmits 
the content identification information, the user ID, and the key information to downloading 
terminal 3 in a content delivery permission request step in order to request permission for the 
delivery of the content. 



[0095] 

Key information confirmation request: Upon receiving the content identification 
information, the user ID, and the key information in response to the content delivery permission 
request, downloading terminal 3 connects to user management server 7 and transmits the user ID 
and the key information in a key information confirmation request step. 

[0096] 

Key information verification: Upon receiving the content identification information, the 
user ID, and the key information, user management server 7 transfers the received content 
identification information, the user ID, and the key information to one-time key confirmation 
part 5 in a key information verification step. One-time key confirmation part 5 checks whether 
any registered information that matches both the user ID and the key information is present in 
user DB 6. When registered information is present, one-time key confirmation part 5 retrieves 
the corresponding password from user DB 6 and transmits the retrieved password to 
downloading terminal 3 in a key information confirmation OK step. 

[0097] 

Here, when a process is implemented to delete the key information when a prescribed 
period of time has passed since the key information was registered, the period during which the 
key information remains valid can be set, whereby a mechanism for granting content delivery 
permission only within a prescribed period of time can be constructed. 

[0098] 

Deletion of key information: User management server 7 transmits key information 
confirmation OK, deletes the key information for which key information verification was 
successful from user DB 6 in a key information deletion step in order to assure that the key 
information used for content delivery once is never used for redelivery of the content before 
disconnecting the communication. 

[0099] 

Storage of user ID, password, and content identification information: Downloading 
terminal 3 stores the user ID, password, and content identification information in content storage 
part 32 in a user ID, password, content identification information storage step and grants content 
delivery permission to content server 2 in a content delivery OK step. 
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[0100] 

Delivery of content: Once content server 2 is granted content delivery permission, it 
begins to deliver the target content in a content delivery step. 

[0101] 

Storage of content: In a content storage step, downloading terminal 3 stores the received 
content in the field of the content file that corresponds to the user ID and the password in content 
storage part 32 and the user ID, the password, and the content identification information stored 
in the content identification information storage step. 

[0102] 

Once the delivery of the content is finished, downloading terminal 3 disconnects the 
communication with content server 2. 

[0103] 

Here, during the reception of the content, the user ID and the password specified by the 
user are checked against the user ID and the password stored in content storage part 32 at content 
reception means 34, and the content file stored in the record for which they both match is read. 

[0104] 

Figure 17 is a configuration diagram of the digital content reservation-delivery system in 
accordance with the third application example of the present invention. 

[0105] 

In the present application example, a case will be considered where content is to be 
delivered to a server that is installed in a household or a business office and connected to the 
Internet or a user area that is provided in a server such as a disk service server on the Internet 
and used as a delivery target. In addition, because the present example assumes a case where a 
downloading terminal can be matched uniquely with a user, downloading terminal 3 is 
configured to contain user DB 6 and one-time key confirmation part 5. However, as in the 
second application example, the configuration may be such that an external server provided 
separately from downloading terminal 3 contains user DB 6 and one-time key confirmation part 
5. As a result, contents can be delivered to many kiosk servers installed at public places, for 
example, on the street, in convenience stores, and railway stations, whereby a situation where a 
downloading terminal cannot be matched uniquely with a user can also be handled. 
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[0106] 

As shown in Figure 17, the system of the present application example is comprised of 
reservation terminal 1, content server 2, and downloading terminal 3. The system of the present 
application example is different from the embodiment shown in Figure 9 in that reservation 
terminal 1 contains one-time key generation part 4, and downloading terminal 3 contains one- 
time key confirmation part 5 and user DB 6. Therefore, it is different from the embodiment 
shown in Figure 9 in that one-time key generation part 4, one-time key confirmation part 5, and 
user DB 6 are configured independently of one another. 

[0107] 

Next, operations of the digital content reservation-delivery system in accordance with the 
third application example of the present invention when making a content delivery reservation 
and when delivering content will be explained using the message sequence chart shown in Figure 
18. 

[0108] 

Operations for making a content delivery reservation will be explained first. 

[0109] 

Content specification: At reservation terminal 1, in a content specification step, a user 
who makes a content delivery reservation specifies information for identifying content to be 
reserved through input part 13 of reservation terminal 1 that is comprised of an input device such 
as a keyboard or a dial button. 

[0110] 

Input of user ID and password: In a user ID/password input step, the user performs 
similar operations using input part 1 3 in order to enter user identification information as account 
information about the delivery destination, that is, user ID and user verification information, that 
is, a password. 

[0111] 

Specification of delivery destination: Similarly, the user performs a operation using input 
part 13 in order to enter delivery destination information for specifying downloading terminal 3 
as the delivery destination. A host name or an IP address on the Internet, a telephone number, or 
identification information of another kind may be used as the delivery destination information. 
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[0112] 

Key information generation: Once the content identification information, the user ID, the 
password, and the delivery destination information are collected, reservation terminal 1 
generates key information using one-time key generation part 4. The method for generating the 
key information will be described later. 

[0113] 

Once the key information is generated, reservation terminal 1 connects to content server 
2 via a communication channel such as the Internet or a telephone line and transmits delivery 
reservation information, which is comprised of the content identification information, the 
delivery destination information, and the user ID specified by the user and the key information 
generated, to content server 2 in order to request a reservation for the delivery of the content. 

[0114] 

Content search: Upon receiving the delivery reservation information from reservation 
terminal 1, content server 2 checks whether the content identification information in the received 
delivery reservation information has been registered with content DB 23 in a content search step. 

[0115] 

Content delivery reservation OK: When the received content identification information is 
registered with the content DB, content server 2 reports to reservation terminal 1 that the content 
delivery reservation was successful in a content delivery reservation OK step before 
disconnecting the communication. 

[0116] 

Next, operations for delivering the content will be explained. 

[0117] 

Content delivery permission request: After receiving content delivery reservation OK, 
content server 2 connects to downloading terminal 3 specified by the delivery destination 
information via a communication channel such as the Internet or a telephone line and transmits 
the content identification information, the user ID, and the key information to downloading 
terminal 3 in a content delivery permission request step in order to request permission for the 
delivery of the content. 
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[0118] 

Key information verification: Upon receiving the content identification information, the 
user ID, and the key information, downloading terminal 3 verifies the key information at one- 
time key verification part 5 using user DB 6 in a key information verification step. The method 
for verifying the key information will be described later. 

[0119] 

Storage of user ID, password, and content identification information: When the key 
information is verified successfully, downloading terminal 3 retrieves the corresponding 
password from user DB 6; stores the user ID, the password, and the content identification 
information in content storage part 32 in a user ID, password, content identification information 
storage step; and grants content delivery permission to content server 2 in a content delivery OK 
step. 

[0120] 

Here, as shown in the configuration example in Figure 19, user DB 6 contains fields for 
the user identification information (user ID) and the user verification information (password). 
Information elements in the respective fields are stored while correlated with corresponding 
records in the rows in the figure. Unlike in the example shown in Figure 14, user DB 6 used in 
the third application example of the present invention has no field for the key information. 

[0121] 

Delivery of content: Once content server 2 is granted content delivery permission, it 
begins to deliver the target content in a content delivery step. 

[0122] 

Storage of content: In a content storage step, downloading terminal 3 stores the received 
content in the field of the content file that corresponds to the user ID and the password in content 
storage part 32 and the user ID, the password, and the content identification information stored 
in the content identification information storage step. 

[0123] 

Deletion of key information: Once the delivery of the content is finished, downloading 
terminal 3 deletes the key information, which corresponds to the user ID transmitted in the 
content delivery permission request step, from user DB 6 in a key information deletion step in 
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order to assure that the key information used for content delivery once is never used for 
redelivery of the content before disconnecting the communication. 

[0124] 

Here, during the reception of the content, the user ID and the password specified by the 
user are checked against the user ID and the password stored in content storage part 32 at content 
reception means 34, and the content file stored in the record for which they both match is read. 

[0125] 

Figure 20 is a diagram for illustrating an example method for generating the key 
information at one-time key generation part 4 of reservation terminal 1 in accordance with the 
third application example of the present invention. As shown in the figure, the key information is 
generated using the user ID and the password entered by the user through reservation terminal 1 
and the date/time obtained from a clock built into reservation terminal 1 . 

[0126] 

The password is input to a key generation function in order to generate a key to be used 
for an encryption function used for generating the key information, and an encryption key is 
obtained as the output of the key generation function. The key generation function is a function 
for generating data having a length that matches the key length of the encryption function. The 
key generation function can be attained by means of the following methods among others: 

(1) A method in which a number of bits equivalent to the key length is extracted from the 
most significant bits of the password when password length > key length; and padding is applied 
to the password until the password matches the key length when password length < key length. 

(2) A method in which the password is processed into data of a prescribed length using a 
hash function such as MD5 or SHA-1, and a number of bits equivalent to the key length is 
extracted from the most significant bits of the processed output data. 

[0127] 

In addition, the key information generation date/time is obtained from a clock built into 
reservation terminal 1 and used as its generation date/time, and the user ID and the generation 
date/time are converted into plain text to be input to the encryption function by means of 
character string combination. Next, this plain text is encrypted with the encryption function 
using the encryption key obtained using the key generation function, and the obtained encrypted 
data are used as the key information. 
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[0128] 

Here, any encryption key may be used as long as the encryption system used can be 
decoded using the same key as is the case with DES or shared-key encryption systems of other 
kinds. 

[0129] 

Figure 2 1 is a diagram for illustrating an example method for confirming the key 
information at one-time key confirmation part 5 of downloading terminal 3 in accordance with 
the third application example of the present invention. As shown in the figure, the key 
information is confirmed using the user ID and the key information received from content server 
2, user DB 6, and the date/time obtained from a clock built into downloading terminal 3. 

[0130] 

First, the user ID received is searched in user DB 6, and the corresponding password is 
retrieved from user DB 6 when the user ID has been registered. If it has not been registered, the 
confirmation of the key information is considered a failure. 

[0131] 

The retrieved password is input to the same function as the key generation function used 
for the key generation at reservation terminal 1 in order to generate a key to be used as a 
decoding function. The output of the resulting key generation function is obtained as an 
encryption key. The encryption key obtained is used to decode the received key information in 
accordance with a decoding procedure corresponding to the encryption procedure of reservation 
terminal 1, and the user ID and the generation date/time are extracted individually from plain 
text decoded from the key information. 

[0132] 

Once the user ID and the generation date/time are obtained through the decoding, the 
current date/time is extracted from the built-in clock of downloading terminal 3 during a key 
information judgment procedure; (1) whether the user ID obtained through the decoding is 
identical to the user ID received from content server 2, that is, whether the decoded user ID = the 
received user ID is checked; and (2) whether the current date/time is within a prescribed period 
from the generation date/time , that is, the current date/time < the generation date/time + a valid 
period, is checked. 
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[0133] 

When both conditions are met, a decision is made that the confirmation of the key 
information was successful, or otherwise, a decision is made that the confirmation of the key 
information failed. 

[0134] 

Figure 22 is a diagram for illustrating an example method for generating the key 
information at one-time key generation part 4 of reservation terminal 1 of the third application 
example of the present invention in accordance with the fourth application example of the 
present invention. The fourth application example of the present invention is different from the 
third application example of the present invention in that content identification information about 
the target reserved for delivery is added as a parameter other than the user ID and the password 
when one-time key generation part 4 generates the transiently valid key information, so 
downloading terminal 3 can permit the delivery only of content that corresponds to the specified 
content identification information. 

[0135] 

As shown in Figure 22, in the fourth application example of the present invention, the 
key information is generated using the user ID, the password, and the content identification 
information entered by the user and the date/time obtained from the built-in clock of reservation 
terminal 1 . The content identification information is added to the plain text to be input to the 
encryption function, while the other processing is identical to that in the third application 
example shown in Figure 20. 

[0136] 

Figure 23 is a diagram for illustrating an example method for confirming the key 
information at one-time key confirmation part 5 of downloading terminal 3 in accordance with 
the fourth application example of the present invention. As shown in the figure, the key 
information is confirmed using the user ID, the key information, and the content identification 
information received from content server 2, user DB 6, and the built-in clock of downloading 
terminal 3. It is different from the key information confirmation method of the third application 
example of the present invention shown in Figure 21 in that the content identification 
information is added. 
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[0137] 

During the key information generation processing, because the content identification 
information is added to the decoded plain text obtained, (3) whether the decoded content 
identification information is identical to the content identification information received from 
content server 2 , that is, whether the decoded content identification information = the received 
content identification information , is added as a key information judgment condition. 

[0138] 

Figure 24 is a diagram for illustrating an example method for generating the key 
information at one-time key generation part 4 of reservation terminal 1 in accordance with the 
fourth application example of the present invention. As shown in the figure, the key information 
is generated using the user ID, the password, and the content identification information entered 
by the user at reservation terminal 1 . 

[0139] 

The user ID, the password, and the content identification information are converted into 
plain text by means of character string combination and input to a one-way function, and the data 
output from the one-way function are used as the key information. 

[0140] 

Here, the one-way function can be used to extract the original data from the generated 
data. This function is required to be such that it is difficult to find an input plain text from which 
the same output can be obtained. It can be realized using a one-way hash function such as MD5 
or SHA-1. 

[0141] 

Figure 25 is a diagram for illustrating another example method for confirming the key 
information at one-time key confirmation part 5 of downloading terminal 3 in accordance with 
the fourth application example of the present invention. As shown in the figure, the key 
information is confirmed using the user ID, the key information, and the content identification 
information received from content server 2, user DB 6, and the date/time obtained from the built- 
in clock of downloading terminal 3. 



[0142] 

First, the user ID received is found in user DB 6, and the corresponding password is 
retrieved if the user ID is registered. If the user ID is not registered, a decision is made that 
confirmation of the key information has failed. 

[0143] 

Next, the user ID received, the password retrieved from user DB 6, and the content 
identification information received are converted into plain text using the same character string 
combination method as that used during the key information generation procedure. This plain 
text is input to the one-way function used during the key information generation procedure, and 
the resulting output is used as the key verification information. 

[0144] 

Once the key verification information is obtained as the output of the one-way function, 
(1) whether the key verification information obtained using the one-way function is identical to 
the key information received from content server 2, that is, whether the key verification 
information = the key information , is checked during the key information judgment procedure. 
The confirmation of the key information is considered successful if this condition is met, or the 
confirmation of the key information is considered a failure if this condition is not met. 

[0145] 

According to the digital content reservation-delivery systems in the third and the fourth 
application examples of the present invention, because one-time key confirmation part 5 and user 
DB 6 can generate the key information independently of each other without requiring any 
communication from reservation terminal 1 when generating the key information, effects such as 
a reduction in the communication cost/time associated with the content delivery reservation and 
saving of disk resources due to the lack of need for storing the key information in user DB 6 are 
obtained. 

[0146] 

The description conversion method in the application examples of the present invention 
can be implemented using software (a program), and the digital content reservation-delivery 
systems in accordance with the application examples of the present invention can be realized by 
executing this program using the CPU of a computer. The constructed program may be stored on 
a disk device and installed onto the computer as needed, stored on a portable recording medium 
such as a floppy (a registered trade mark) disk, a memory card, or a CD-ROM and installed onto 



the computer as needed, or installed onto the computer via a communication line; and it is 
executed by the CPU of the computer. 

[0147] 

Typical application examples of the present invention are explained above. However, the 
present invention is not restricted to the aforementioned application examples, and it can be 
modified/applied in a variety of ways within the scope of the claims. 

[0148] 

Effect of the invention 

As explained above, according to the present invention, when making a content delivery 
reservation, the reservation device obtains key information, which can be used several times or 
only transiently due to a restriction imposed in terms of a prescribed period or the use of content 
to be delivered, from the key information generation means, and the key information is sent from 
the reservation device to the content delivering device instead of the user verification 
information (for example, a password), and at the content delivering device, can obtain content 
delivery permission from the downloading device based on this key information. As a result, the 
user no longer needs to send his/her own user name information to any third-party entity, such as 
a content provider that delivers contents. As such, the permission for delivering contents can be 
restricted based on the number of times, a prescribed period, or depending on the contents 
delivered, so the user can obtain digital contents from third-party entities such as content 
delivering devices without receiving any wrongful contents attributable to wrongful delivery 
reservations. 

Brief description of the figures 

Figure 1 is a diagram for illustrating the principle of the present invention. 

Figure 2 is a configuration diagram (Part 1) of the digital content reservation-delivery 
system of the present invention. 

Figure 3 is a configuration diagram (Part 2) of the digital content reservation-delivery 
system of the present invention. 

Figure 4 is a configuration diagram (Part 3) of the digital content reservation-delivery 
system of the present invention. 

Figure 5 is a configuration diagram (Part 1) of the reservation device of the present 
invention. 

Figure 6 is a configuration diagram (Part 2) of the reservation device of the present 
invention. 
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Figure 7 is a configuration diagram of the downloading device of the present invention. 
Figure 8 is a configuration diagram of the user information management device of the 
present invention. 

Figure 9 is a schematic diagram of an embodiment of the digital content reservation- 
delivery system in accordance with the present invention. 

Figure 10 is a diagram for illustrating an example of the content DB. 

Figure 1 1 is a diagram for illustrating an example of the content storage part. 

Figure 1 2 is a configuration diagram of the digital content reservation-delivery system in 
accordance with the first application example of the present invention. 

Figure 1 3 is a message sequence chart of the digital content reservation-delivery system 
in accordance with the first application example of the present invention. 

Figure 14 is a diagram for illustrating an example of the user DB. 

Figure 15 is a configuration diagram of the digital content reservation-delivery system in 
accordance with the second application example of the present invention. 

Figure 16 is a message sequence chart of the digital content reservation-delivery system 
in accordance with the second application example of the present invention. 

Figure 17 is a configuration diagram of the digital content reservation-delivery system in 
accordance with the third application example of the present invention. 

Figure 18 is a message sequence chart of the digital content reservation-delivery system 
in accordance with the third application example of the present invention. 

Figure 19 is a diagram for illustrating another example of the user DB. 

Figure 20 is a diagram for illustrating an example of the key information generation 
method in accordance with the third application example of the present invention. 

Figure 21 is a diagram for illustrating an example of the key information confirmation 
method in accordance with the third application example of the present invention. 

Figure 22 is a diagram for illustrating an example of the key information generation 
method in accordance with the fourth application example of the present invention. 

Figure 23 is a diagram for illustrating an example of the key information confirmation 
method in accordance with the fourth application example of the present invention. 

Figure 24 is a diagram for illustrating another example of the key information generation 
method in accordance with the fourth application example of the present invention. 

Figure 25 is a diagram for illustrating another example of the key information 
confirmation method in accordance with the fourth application example of the present invention. 
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Explanation of symbols 

1 Reservation terminal 

2 Content server 

3 Downloading device 

4 One-time key generation part 

5 One-time key confirmation part 

6 User DB 
13 Input part 

14, 22, 33 Communication part 

15,21, 35 Control part 

23 Content DB 

32 Content storage part 

34 Content acquisition part 
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Figure 1: 



Diagram for illustrating the principle of the present invention 



Key: a Start 
b End 

5 1 Generate transiently valid key information 

52 Transmit delivery reservation information, including key information, to content 
delivering device from reservation device 

53 Transmit key information to downloading device from content delivering device 

54 Delivery permitted? 

55 Grant content delivery permission to content delivering device from downloading 
device 
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S6 Deliver content to downloading device from content delivering device 
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Figure 2: Configuration diagram (Part 1) of the digital content reservation-delivery system 
of the present invention for illustrating the principle of the present invention 
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Figure 3: Configuration diagram (Part 2) of the digital content reservation-delivery system 
of the present invention 



Key: a Key information 

b User account information 

c User account information, key information 

d Content specification information, delivery destination specification information, 

user identification information, key information 

e Confirmation information 

f Content 

g Delivery permission information 

1 Reservation device 

2 Content delivering device 

3 Downloading device 

4 Key information generation means 

5 Key information confirmation means 

6 User information database means 
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Figure 4: Configuration diagram (Part 3) of the digital content reservation-delivery system 
of the present invention 
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Figure 5: Configuration diagram (Part 1) of the reservation device of the present invention 

Key: 1 Reservation device 

2 Content delivering device 

4 Key information generation means 

1 1 Reservation means 

12 Key information acquisition means 
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Figure 6: Configuration diagram (Part 2) of the reservation device of the present invention 

Key: 1 Reservation device 

2 Content delivering device 

1 1 Reservation means 

12 Key information acquisition means 
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Figure 7: Configuration diagram of the downloading device of the present invention 

Key: 1 Reservation device 

2 Content delivering device 

3 Downloading device 

4 Key information generation means 

5 Key information confirmation means 

6 User information database means 
3 1 Downloading means 
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Configuration diagram of the user information management device of the present 



Key: 1 



Reservation device 
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3 Downloading device 

4 Key information generation means 

5 Key information confirmation means 

6 User information database means 

7 User information management device 
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Figure 9: Schematic diagram of an embodiment of the digital content reservation-delivery 
system in accordance with the present invention 



Key: 1 Reservation terminal 

2 Content server 

3 Downloading terminal 

4 One-time key generation part 

5 One-time key confirmation part 

6 User DB 

1 3 Input part 

14, 22, 33 Communication part 

15, 21, 35 Control part 
23 Content DB 

32 Content storage part 

34 Content reception part 
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Figure 10: Diagram for illustrating an example of the content DB 



Key: a Field name 

b Example 

c Content identification information 

d "Complete collection of music titles of OX" 

e "A game" 

f "Video clips XY" 

g Content file 

h A game. game 
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Figure 1 1 : Diagram for illustrating an example of the content storage part 
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Figure 12: Configuration diagram of the digital content reservation-delivery system in 
accordance with the first application example of the present invention 
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Figure 13: Message sequence chart of the digital content reservation-delivery system in 
accordance with the first application example of the present invention 



Key: a Reservation terminal 

b Specification of content 

c Input of user ID and password 

d Specification of delivery destination 

e Content server 

f Connected to delivery destination 

g Key information request (user ID, password) 
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h Transmission of key information 

i Disconnection 

j Connection 

k Content delivery reservation (content identification information, delivery 

destination, user ID, key information) 

1 Content search 

m Content delivery reservation OK 

n Downloading terminal 

o Verification of user ID 

p Generation of key information 

q Storage of key information 

r Content delivery permission request (content identification information, user ID, 

key information) 

s Verification of key information 

t Storage of user ID, password, content identification information 

u Content delivery OK 

v Delivery of content 

w Storage of content 

x Deletion of key information 
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Figure 14: Diagram for illustrating an example of the user DB 



Key: a Field name 

b Example 

c User identification information 

d User verification information 

e Key information (hexadecimal) 
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Figure 15: Configuration diagram of the digital content reservation-delivery system in 
accordance with the second application example of the present invention 



Key: 1 Reservation terminal 

2 Content server 

3 Downloading terminal 1 

4 One-time key generation part 

5 One-time key confirmation part 

6 User DB 

7 User management server 

8 Internet, etc. 
13 Input part 

14, 22, 33, 71 Communication part 

15, 21, 35 Control part 
23 Content DB 

32 Content storage part 

34 Content receiver 
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Figure 16: Message sequence chart of the digital content reservation-delivery system in 
accordance with the second application example of the present invention 



Key: a Reservation terminal 

b Specification of content 

c Input of user ID and password 

d Specification of delivery destination 

e Connection 

f Key information request (user ID, password) 
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g Verification of user ID 

h Generation of key information 

i Storage of key information 

j Transmission of key information 

k Disconnection 

1 Content delivery reservation (content identification information, delivery 

destination, user ID, key information) 

m Content delivery reservation OK 

n Verification of key information 

o Deletion of key information 

p User management server 

q Content server 

r Content search 

s Connected to delivery destination 

t Content delivery permission request (content identification information, user ID, 
key information) 

u Key information confirmation request (user ID, key information) 

v Key information confirmation OK (password) 

w Storage of user ID, password, content identification information 

x Content delivery OK 

y Delivery of content 

z Storage of content 

aa Downloading terminal 




Figure 17: Configuration diagram of the digital content reservation-delivery system in 
accordance with the third application example of the present invention 
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Figure 18: Message sequence chart of the digital content reservation-delivery system in 
accordance with the third application example of the present invention 
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1 Connected to delivery destination 

m Content delivery permission request (content identification information, user ID, 

key information) 

o Content delivery OK 

p Delivery of content 

q Downloading terminal 

r Verification of key information 

s Storage of user ID, password, content identification information 

t Storage of content 
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Figure 19: Diagram for illustrating another example of the user DB 



Key: a Field name 

b Example 

c User identification information 

d User verification information 
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Figure 20: Diagram for illustrating the key information generation method in accordance 
with the third application example of the present invention 
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b User ID (user identification information) 

c Password (user verification information) 

d Key generation function 



e 
f 

g 
h 

i 

j 
k 

1 



Plain text 
Encryption key 
Encryption function 
Encrypted data 
Key information 
Clock 
Date/time 

Generation date/time 
GO-i— oft 



©•ft. 



I 




Figure 2 1 : Diagram for illustrating the key information confirmation method in accordance 
with the third application example of the present invention 



Key: a 


User DB 


b 


User ID (user identification information) 


c 


Password (user verification information) 


d 


Key generation function 


e 


Clock 


f 


Date/time 


g 


Current date/time 


h 


Encryption key 


i 


Search 


j 


Key information 


k 


Plain text 


1 


Encryption 


m 


Generation date/time 


n 


Key information judgment (user ID verification, examination of valid period) 


o 


Received data 



.. .1 •• 



58 



® 




I 



1 



0 JB3U5*H» 



© 



nmtm 



^0 



Figure 22: Diagram for illustrating the key information generation method in accordance 
with the fourth application example of the present invention 
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Figure 23: Diagram for illustrating the key information confirmation method in accordance 
with the fourth application example of the present invention 
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Figure 24: Diagram for illustrating another key information generation method in accordance 
with the fourth application example of the present invention 



Key: a User-entered information 

b User ID (user identification information) 

c Password (user verification information) 

d Content identification information 

e Plain text 

f One-way function 

g Key information 
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Figure 25: Diagram for illustrating another key information confirmation method in 
accordance with the fourth application example of the present invention 



Key: a User DB 

b User ID (user identification information) 

c Password (user verification information) 

d Plain text 

e One-way function 

f Key verification information 

g Search 

h Content identification information 

i Key information 

j Key information judgment (key information verification) 

k Received data 
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